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1 Introduction

Intelligent Power® Manager is Eaton’s power device supervision tool for IT environments.

Intelligent Power® Manager:

e Discovers and supervises Eaton UPSs and ePDUs connected to the network (either by means of a
card or a proxy). For the detailed list of compatible solutions, please refer to the paragraph
(Equipment Compatibility List) hereafter.

e Supervises the remote servers hosting the Intelligent Power Protector or Network Shutdown
Module V3 application.

e Provides advanced management feature (mass configuration / mass upload/ ... ) with Network
Management cards: Network-MS (ex 66102 / 103006826) and Modbus-MS (ex 66103)

e Provides local computer graceful shutdown (acquisition through Network or local connectivity, like
USB, RS232 port)

Eaton Intelligent Power® Manager — User’s Guide / AL - v1.30 Page 8/125
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2 Installation

2.1 Installation Prerequisites

2.1.1 On the System Hosting « Intelligent Power® Manager »

Please refer to the EatonCompatibilities files:
http://pgsoftware.eaton.com/install/common/eaton _os_compatibilities aa.pdf

Notes:

For better performance with multiple nodes, we recommend a Windows server OS (that doesn’t have the
limitation of 10 simultaneous network connections).

To avoid network access conflicts, we advise you against installing the Power Manager on a machine that
also hosts:

e a Network Management System ( e.g. HP-Openview, CA Unicenter, ...)

the Intelligent Power Protector
e the Eaton Enterprise Power Manager
e the Eaton Network Shutdown Module

e the Network Management Proxy

2.1.2 On the System that Displays Web-based Graphical User Interface

The Eaton Intelligent Power® Manager graphical interface can be accessed remotely using a simple Web
browser. Access to this interface is secured through SSL connection (default configuration) and is also
secured through Login & password.

The Intelligent Power® Manager graphical interface has been tested with:
e Google Chrome
e Mozilla Firefox
e Microsoft Internet Explorer 7+ (*)
For optimal performance, Google Chrome or Firefox is recommended.

(*) IE6 should work, however, performance is limited
For good performance Internet Explorer 9 or any later version are recommended.

Eaton Intelligent Power® Manager — User’s Guide / AL - v1.30 Page 9/125
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2.2 Quick Start & Installation

To start in 5 minutes, please perform the following steps:

Step 1 (Installation)

On a Windows machine, run the “Intelligent Power® Manager” package under an administrator account.

' B
E Eaton Intelligent Power Manager Installer ‘ EIEIQ

E ;T.N Intelligent Power Manager
Y
Powering Business Warldwide v1.30

W Welcome to Eaton Intelligent Power Manager installer

License

Select Path Please check that your device communication

Installation.. is connected before proceeding with installation

Finish

Cancel Next >
L -

A Web browser is automatically displayed (enter admin as Login / admin as Password and click on the
Login button)

FQ httpiff127.0.0,1:4679)default hitml =l oK

E-TN Intelligent Power Manager

what is Eaton Intelligent Power Manager? Logir: adlmin

o Ideal for monitoring and managing multiple power and environmental devices,

Inteligent Power Manager software from Eaton delivers a global view across the network. -
from ary PC with an Internet browser,

o Exceptionaly wersatile, the software is compatible with any device supporting a
network interface, including other manufacturers' URPSs, environmental sensors, ePOUs,
shutdown applications and mare,

o Inteligent Power Manager also offers the ability to organize a management table by

groups, centralize alarms, and maintain event logs for preventive maintenance of the
entire installed equipment base.

Eaton Intelligent Power® Manager — User’s Guide / AL - v1.30 Page 10/125



www.eaton.com

Step 2 (Configuration)
When started, the application automatically performs a Quick scan.

e Using the Quick scan operation, you will discover through broadcast within a few seconds: Network
Management Cards Network-MS (ex 66102 / 103006826) and Modbus-MS (ex 66103), PXGX2000,
PXGX-UPS, ConnectUPS BD, ConnectUPS X, ConnectUPS MS, Intelligent Power Protector,
Network Shutdown Module V3, new Eaton ePDU, new HP UPS Card, new Dell UPS Card, new IBM
UPS Card.

The discovered nodes are displayed in Settings P Auto Discovery

Some nodes might not be discovered by quick scan if they do not support that function or if they are not in
the same subnet as IPM. To discover such nodes, please perform the discovery based on IP address ranges
(Range scan)

e Using the Range Scan operation you will discover the nodes that are outside of the Network
segment and nodes that are not compatible with the "Quick scan” feature.
Refer to the Compatibility list to determine if your node supports “Quick scan” feature.

E.T-N

Intelligent Power® Manager

Type Status Name Description Location Contact
GREFRWHPE009092 mshome.net Windows NT/6.01.01

PPPPPPPRPPPPPP@®@:S

GREFRWHPE00981S Windows NT/6.01.01

GREFRWHPE00905Y

Deselect al

1408
Eaton 5PX 1500 Computer Room
Eaton 5PX 2200 [ A
Computer Room BHExport to CSV file

MTB-LABCOMO1

Montbonnat

Linux nas-netgear...  Unknown
BUFFALO TeraStat... Unknown

Linux RS812Syno .. Labo Comm.

@
00000000 OCONDOO0OBO

Eaton ePDU AM 1P.

Page 1 of1 & |25 |~ Items per page Displaying 1 - 15 of 15

@ oc 2 ® wiarning: 0 © aitcal: 0 © unknown: 3 Lastevent: @ 06/03/2013 - 10:18:29 - 166.93.224. 149 - Communication with device has failed

(Optional) In Settings » System » Module Settings, activate the shutdown module, then in the Settings »
Shutdown page; assign the IP address of the UPS that powers the local Computer.

In the Settings P User List page, assign the access rights through “login and password”

Step 3 (Enter the License code)

IPM monitors up to 10 devices (“UPS Web Card”, “ePDU” or “IPP Shutdown Controller”) without a license
key. If there are more devices to be monitored an appropriate license is needed. License can be upgraded
also later without reinstallation.

(Only for the “Silver” or “Gold” paid versions) In the Settings » System P Edit system Information, enter the

license product key that is printed on the commercial CDs booklet (Inside the CD case):
=> ref 66925 Intelligent Power® Manager Silver License (11 to 100 device nodes)
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=> ref 66926 Intelligent Power® Manager Gold License (101 to Unlimited devices nodes)
The nodes that are not managed due to license limitation will appear with this icon @ .
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Step 4 (Operation)

The Views » Node List menu item allows you to supervise the current state of the compatible power devices
& applications (select a line in the list and the panels are updated with selected device information)

= Logout admin’

F:T-N Intelligent Power® Manager ~Help &

«/@ | Node List &/ Selection view »|&

Type status Name Description Locatin contact Link Information =]ll+
GREFRIVHPE009092 mshome.net Windows NT/6.01.01
2 o ® @ UPS #006
2 [ GREFRIVHPE009815 Windows NT/6.01.01 ®
Description Evoltion 850
Jpes 2 [ GREFRINHPE00205S Windows NT/5.01.03 ® Nominal apparent .
vents Calendar <
UPS #001 Eaton ¢PDU AM 1P N:EC309 324 OUT.. pawrer
353 Management G 4 e ® 1P address
(Blnodes settngs @ O s Evaluton 650 Bureau Eric Erie ® Hac Address 0020:85F8 55 1€
(@liodes Upgrade @ [ UPs #003 Evoluton 650 1408 Luc ® Serial number AVHITOPD
G Eysetings e Network Management Card /
KA @ [%] UPS #004 Eaton SPX 1500 Computer Room Computer Room Manager ® HB
ute Discovery Locatin Computer Room
actons Q O s e 5% 200 Eb e ® Contac Computer Room Hanager
@ system Q@ 1) UPS #0068 Evoluton 850 Computer Room Computer Room Manager ® Link
(] Log
2 STO #001 NetApp Release 6.0.2 7-Mode: Hon Ju...  TB-LABCOMO1 fien f
Bt F] I} etApp Release ode: Mon Ju aurelenbegou@eaton.com ® st =
STO #002 Hardware: Intelé4 Famiy § Model 26 St... Montbonnot AurelienBegou
L] o ® Batiery state @ cherging
@ Q STO #003 Linux nas-netgear2100 2.6.37.6 RNx86... Unknown root ®
Power Source @ onuiy
2 [ STO #004 BUFFALO TeraStation TSS400D Ver20... Unknown nobody@noadmin ® Losd level M 2% =
F] [ STO #005 Linux RS8125yn0 3:2.30 #3202 SMP Fr... Labo Comm Aurelien ® Battery capaciy I 00 %
@ [ PO #001 Eaton €PDU AN 1P HEC309 324 OUT.. ® Battery run time gmnass
Master output: Master @ on
Load segment #1: Group1 @ on
Load segment #2 Group2 @ on
Measures +
Graph -2 hours ol -
Date: 0810312013 - 09:10:27 jﬂ |
Input votage: 2a2v
Load leve M 12 %
Battery capacity: (I 100 %
Battery run time 4sminass [
08/03/2013 - 08:35:28 %4 08032013 - 10:35:28
Powered Applcations - 0 applcations o+
Events o=
Status  Date. Message
T e e 0B @ omaz0izise22s Communication faiure I
O ox: 13 ® wiarning: 0 © aitcal: 0 © uninown: 2 Lastevent: @ 06/03/2013 - 10:34:54 - GREFRWHPS003815 - Reported communication restored

The Views » Power Source menu item allows you to supervise the current state of the UPS that powers the
server running Intelligent Power® Manager. This menu is available when the user has enabled the shutdown
module in System Settings.

The Events P Event List view allows you to view the device events.

The Management section allows you to “mass configure” and “mass upgrade” cards.
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2.3 Installation Result

e At the end of the installation, the following shortcuts are created in the group:
Start » Programs » Eaton P Intelligent Power Manager

Name Description

Open Eaton Intelligent Power Manager Starts the main "Intelligent Power® Manager
graphical interface

Start Eaton Intelligent Power Manager Starts the service

Stop Eaton Intelligent Power Manager Stops the service

Uninstall Eaton Intelligent Power Manager  Uninstalls the Program

e A service called « Eaton intelligent Power Manager » is also created for the Database Acquisition
Engine.
This program continuously polls the status of Eaton devices and Applications connected on the
network.
This service automatically starts on machine boot-up.
This service provides the Web Interface.

e A System Tray lcon displays the alarms on the local computer. A right click on this icon displays the
same shortcuts as in the Windows Start menu.

2.4 Uninstalling the Product
e From the Add/Remove programs item of the control panel, execute the "Eaton Intelligent Power
Manager Vx.xx" package.

e You can also uninstall from the shortcuts:
Start P Programs P Eaton » Intelligent Power Manager » Uninstall Eaton Intelligent Power
Manager.
This will remove the database and the custom files if you confirm it.

2.5 Upgrading the Product

e If you install a new Intelligent Power® Manager Release without uninstalling the old one you will keep
your database and your product information.

e Please refer to the §"3.4.2 System settings" paragraph for automatic upgrade.
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2.6 Installation / Uninstallation from command line

It is possible to install or uninstall the product from a command line in order to deploy the software massively
and/or without graphical interface.

This method also provides the ability to configure protection settings from the command line.

Detail of available command options can obtained using command:

<packageName> -help

<packageName> [COMMAND] [OPTION]...

Available commands:
-install Launches the installation/upgrade process (default).

-uninstall Launches the uninstallation process.

Available options:
-debug Displays debugging information on the console.

-silent Install the application silently.

Installation folder can be provided with:

-dir <installPath>

Example:

<packageName> -install -silent -dir "C:\Program Files\MyFolder"

will install IPM silently in C: \Program Files\MyFolder

Once the installation is completed, open a Web browser with the following URL http://<host>:4679/

<host> is the host name or IP address of the machine hosting IPM
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3 Configuration

Start the "Intelligent Power® Manager" main graphical interface from the previously created shortcut, and
then click on the Settings menu item.

3.1 Configure nodes

Each node (Network Management Card / Proxy / Application must have a valid IP
address (or a DNS name) in the range that you have entered for auto-discovery.

Refer to the compatibility list.

“Intelligent Power® Manager” automatically receives the alarms (through notification or
polling) without specific configuration on the card, proxies or applications.

For SNMP communication, configure the SNMP parameters from the
System PScan Settings.

3.2 Discover nodes connected on the network

From the Settings » Auto Discovery item; the following discovery methods are available:
® Quick Scan (automatically performed when application starts)

e Range Scan

e Address Scan

= Logout "admin’
=Help &

EF-T-N

Intelligent Power® Manager

Views «/@  MNode List ,&Uulck scan
:‘an\f‘e‘“ Type Status  Name = Description Serialn... Class Location C... | Access| ... ,ﬁ,& Range scan
287 Node List . . fE— o T A «| g add |
@rve b @] %] Eaton ePDU WA 1P M:EC309 ... UOSOBS... PDUNetwor.. MBTLs.. A.. @ ® - ress(es) scan
L@ vpe - PO @ [] Eaton ePDU WA 1P IN:C20 15, UD4SBS... PDUNetwor.. METLa.. A & ® o
Type : ‘Undefined &
%Typ - @ (@) Eaton ePDU WA 1P IN:C20 16...  UO48B4... PDU Networ.. MBTLa.. A. £ @ =
ype : IPM
2
@ 1ype : ‘Storage’ @ [] Eaton ePDU MA TR IN.C20 6. UD4SCZ.. POUNetwor.. METLa.. Ao O adr ®
@@ Type - Network E|| [ selectal
5 ) Power Source @ (@) Eaton ePDUMA 1PIN.C20 16, UO4SBS... PDUMNstwor.. METLla.. Ao & ®
5y
. & Power Components ] (] Eaton ePDU WA 1P N:C2016...  UO4SC2.. PDUNetwor.. MBTLa.. A.. @ ® 7
o Node Map =
553 Events ] (%) Eaton ePDU WA 1P N:C2016...  UO49BS... PDUNetwor.. MBTLs.. A. @ ® [ User drivers editor
-5 Events List @ ] Eaton SPX 2000i G203C3.. NetworkMa.. MBTLa.. A.. O adn (B Flexportto CSV fie
# Events Calendar
953 Management @ (%] Eaton 5PX 3000 GO9BY.. NetworkMa.. MBTLa.. A.. 0 aon (B
o
@Nudes Seftings
7 ] Eaton 5PX 3000 G09C3.. NetworkMa.. MBTLa. A.. @ ®
@Nndes Upgrade O
=5 Seftings @ [%] Eaton SPX 3000 G086CZ.. MNetworkMa.. MBTLa.. A g ®
Auto Discovel
%Ad Y [3 [x] Linux nas-netgear2100 2.6.3... MAS Metgear... Unknown root @
L ons
-Jpsm“m [3 [] Hardware: Intel64 Family 6 M... MAS HP/ SNMP  Montbo... A, @
(P virtualization Q ] NetApp Release 8.0.2 T-Mode: UFO NetApp . MTB-LA & ®
22 System
ﬁLy 3 [%] BUFFALD TeraStation TS540.. NAS Buffalo ... Unknown n... ®
og
B user List (4 %] DELL8509 INOKS3...  PDU Dell/SN... Labo Kalif U... ®
a [x] Cisco 105 Software, C37S0E ... Cisco
14 4 |pagelt |of1| b k| | & /100 |v Items per page Displaying 1 - 39 of 39
@ox: 21 @ warning: 3 @ critical: 1 € Unknown: 13 Lastevent: €3 21/02/2013 - 09:00:50 - - Communication with device has failed
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3.2.1 Quick scan

The Quick scan request is a Broadcast frame on 4679 IANA reserved port and 69 standard TFTP port.
Using the Quick scan operation, you will discover through broadcast within a few seconds:

- Network Management Cards Network-MS (ex 66102 / 103006826) and Modbus-MS (ex 66103),
- PXGX2000, PXGX-UPS, ConnectUPS BD, ConnectUPS X, ConnectUPS MS,
- ePDUs exAM, exMA, exSW, range (x has to be replaced by A for EU models, and 0 for US models)

- Intelligent Power Protector or Network Shutdown Module V3.

3.2.2 Range scan

Using the Range Scan operation you will discover the nodes that are outside of the Network segment and
nodes that are not compatible with the "Quick scan” feature.
Refer to the Compatibility list to determine if your node supports “Quick scan” feature.

Activating “Range scan” action will show the “Range scan” dialog box which allow to edit IP address ranges
and eventually specify authentication parameters different from global scan settings.

Range scan *

Addrange Delete range

From To
7] 182.168.3.1 " 192.168.4.254
¥ 192.168.1.1 ¥ 192.168.2 254
] T 3

Owverride global authentication settings

Scan ] [ Cancel

Administrators can add, modify or delete IP address ranges at their convenience. Only selected ranges are
effectively scanned.

Checking “Override global authentication settings” will display a panel similar to the global authentication
settings dialog, with global parameters. Administrators can modify many authentication settings (activate or
deactivate protocols, modify passwords or logins ...). These new settings will be used for this scanner
instead of global settings. Like global settings, overridden settings will be used for newly discovered nodes.

3.2.3 Addresses scan

Address Scan performs a single address scan (or several IP addresses separated by semi-colon
character).

Activating “Address(s) scan” action will show the “Address(s) scan” dialog box which allows editing IP
addresses to scan and eventually specify authentication parameters different from global scan settings.
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Address{es) scan b
Address: 123.45.67.89;123.45.67.90
|¥| Override global authentication settings
[&] XML
Username: admin
Passwaord: F—
|| sHMPw1
|| SHMPw3
Username: readuser
Security level: Authentication but no encryption v
Authentication MD5 w
method:
Authentication rrensane
passyord:
Encryption method: W

Encryption password:

Scan l ’ Cancel

3.2.4 Default scan settings
Administrator can set authentication parameters which will be used by default to discover new devices.

You can specify settings for 4 protocols: XML, SNMPv1, SNMPv3 and NUT. Depending on device supported
protocols, IPM will choose needed parameters. See Compatibility List for protocol supports

Default scan settings are displayed in the “Scan settings” section of “Settings/system” page.
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Edit scan settings 5 In this dialog box, the administrator can:

Automatic scan: e Activate the automatic scanner which will
[]xr1L add any devices which is automatically
Username: dmin discovered (i.e. without a direct scan
S action of the administrator, like the

' presence of a new auto-discovered card
] SHMPv1 on the network).
SNMP community name: public ® ACtiV?-te protocols used by scanner by
toggling protocol checkboxes.
W M . . .
(2] Swr1Pv3 e Set default scanner authentication settings
Username: readuser for each protocol_
Security level: Authentication and encryption |
Authentication method: MDS v
Authentication password: sessesnen
Encryption method: DES A4
Encryption password: sessnnnee
|| nuT

Mo specific authentication parameter

[ Save ” Cancel ]

When discovered, manually or automatically, newly discovered devices will use these authentication
parameters.
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3.3 Configure node settings

Administrator can configure node information and access parameter by selecting nodes in the “Settings/Auto
discovery” page then activating “Edit node information” or “Set node access parameters” actions.

3.3.1 Node access parameters
Access parameters *
[¥] XML
Username: admin

Password: wees
|¥] sHrMPv1
SHMP community public

namea:

| sNMPv3

’ Save ” Cancel ]

The “Access parameters” dialog box is displayed and let administrator edit authentication settings. Settings
are set to all selected devices. Only relevant settings are set depending on selected device capabilities.

3.3.2 Node information

Edit node information X
Name: 192.168.1.1
User Type: Q | Select a type g
User Note:
Load alarm threshold: | select a threshold v
[ Save ] [ Cancel ]

The “Edit node information” dialog box allows editing the node name, the user type, the node description and
the associated load alarm threshold.
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3.4 Configure Actions

You can define the way users will be notified when node events happen.
From the Settings P Actions item; the following channels are available:
e E-mall
e Execute script/program

e Notification to Alarm Box available through System Tray Icon

Intelligent Power Manager

Views «/[@|| | Actions F3Create new action
=T iews = i
E:ﬁNoda List Action activated SMTP server: smtp.server.com A
=3 Events Action name: Email on shutdown events Login: admin §
E Events List Ewert criticaliies: Ok, Warning, Critical, Communication Lost ~ Password *+#* s
#Events Calendar Evert categories: Alarms Recipiert: sysadmini@server.com 3
553 Management Frorn ey Nude_Llst Digest: Every minute
. Action type: Email
@Nndas Settings
@Nodas Upgrade o
259 Settings Action activated
.{&Auto Discovery Action nfa.me. .Nutrﬁl:atmn (I-] Systmy -
. Evert criticalties: Ok, Warning, Critical, Communication Lost
.QAC“DHS Evert categories: Alarms, Shutdown events
‘,‘J)‘E’Shmdown From vieww: Hode List
Psystem Action type: Hotification
Jus -
Qj User List Action activated Command: ehdatabase'stopdate.bat
Action name: stop eritical applications Digest: Hone
Ewvert criticalties: Warning, Critical
Evert categarizs: All events
From view: Wiews
Action type: Seript
o 0K 76 @ Warning: 69 o Critical: 358 e Unknown: 18 Last event : @ 16/01/09-16:26:25 - UPS #0002 - The system is powered by the UPS battery

Notifications summary window
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The Create new action button will display following interface:

| Edit action ®
| Action activated™: 7
: Action name™; Email on shutdown events
Event criticalities™®; 710 71 ® 710 70

: Ewent categories®: Shutdown events §'
j Fram view*: Modle List v
|| Action type®: Ernail b

Settings
|| GMTR server™: smtpLseryer. com
|| Login; admin

Pazsward: Hikkk
: Recipient*: sysadrin@server, com

Sender: Inteligent Poweer Manager

Subject: r& shutdown alarm from {hostharme}

Message: l@’ shutdown alarm from {hostnarme}

Digest™*: Every minute v

[ Save ] [ Cancel

Note: The “*” fields are required.

Events filter
You can filter the e-mail notification according to:
e The event criticality. (Critical, Warning, Normal, Communication Lost).

e The event category (All Events, Alarms, Shutdown events, Power events, Measures). The pen icon
allows editing and selecting the event category.

e The view that triggers the event.

Note on Event Criticality parameter:
With this parameter, you can filter the notification according to the event level. Refer to the event list
provided below in this document. If you select “Critical” as filter you will not receive the associated
“Normal” event informing that the device status changes from “Critical” to “Normal”.

E-mail

To receive emails on UPS events:

® You have to indicate the SMTP server address and recipient e-mail address.
Login and password are used when SMTP server requests authentication.

For advanced use:

e You can Customize the subject e.qg. if you use a third party service provider to translate e-mails into
SMS.
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e You can specify that you want to receive a consolidation of the alarms that occurred during a delay
that you can choose (if you specify no delay, each alarm will generate an e-mail. With this settings
you will receive more emails for the same number of events)

Execute script/program
In order to execute a program on UPS events, the program path will be required.
Note: The program is executed under the SYSTEM account.

e |If an action (script or program) cannot be executed under SYSTEM account, it is necessary to
modify the execution context before it can be run.
To allow a user to run specific tools and programs with permissions that are different from those
assigned to the user's account use the Windows “RunAs” Command which allows you to save the
password (Windows XP Service Pac 2 and more recent versions).
Use the following Microsoft command:
runas /profile /user:<my login> /savecred <my program.exe>
On first execution a password is required; it is saved for subsequent executions.

Alarm box notification

The alarms are displayed on the local computer in an alarm box.

The status part of the alarm box is optional (It only appears if a Power Source has been declared in the
Shutdown configuration)

=I5/
Neene -- e -
Power Source on utility Ce
Battery capacty 97 % 8
Battery run time JOmin00 s
Messages
() 2201/03-1200:54 Bypass : Return on LPS
Q 2201 109-11:58:40  Communication restored with UPS
® 220109-11:56:37  Output on sutomatic bypass
() 220108-11:57:53  Bypass : Return on UPS
(V) 22001 008-11:57:58  Communication with device is restored
(%) 2201009-11:57:22  Communication with device has faled
(%) 220109-11:5519  Communication fadure wih UPS
(%) 2201/08-11:5324  Communication with device has faed
(] 220103-11:5253  Communication with device is restored
(%) 22001003-11:51:15  Communication restored wih UPS

The alarm notification box is accessible from the System Tray icon. Click on the icon to open the window
that displays the alarms on the local computer.

A right click on the System Tray icon provides you a fast access to following functions:

Open the notification box

Open the web interface
Start 'Inteligent Power Manager!
Stop 'Intelligent Power Manager'
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If no Power source has been declared, the System Tray icon can have following states:

Ebive)

System Tray Icon correctly receives alarms from Intelligent Power® Manager

E (grey

Communication is lost between System Tray and Intelligent Power® Manager

If a Power source has been declared, the System Tray icon can have following states:

e

System Tray lcon correctly receives alarms from Intelligent Power® Manager ( AC is present on the
Power source)

@

System Tray Icon correctly receives alarms from Intelligent Power® Manager ( The Power Source
runs in battery mode)

®

System Tray Icon correctly receives alarms from Intelligent Power® Manager (A Warning event
occurred on Power Source)

(4]

System Tray Icon correctly receives alarms from Intelligent Power® Manager ( A critical event
occurred on Power Source)

@

Communication with Power source has failed

Advanced events and actions customization:

In Intelligent Power® Manager installation folder, you can see a configs/scripts folder containing a sample
user-defined action script (sample_user_script.js).

You have the possibility to modify this script or create new scripts that define very specific events and
actions. The sample script provides details about the expected structure and syntax for defining new actions
and triggers.

Advanced sound alarm customization

To configure sound alarms on events, please configure IPM like this:

Step 1)

In C:\Program Files\Eaton\IntelligentPowerManager\configs\config.js

Change the following configuration:

'systray':

{

'soundAlarm': false,

'notificationIcon': true,
'notificationBox': true

}

into this one:

'systray':

{
'soundAlarm': true,
'notificationIcon': true,
'notificationBox': true

}

Step 2)

Close and restart the Windows user session so that this configuration is taken into account
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Note:
You can change the alarm sound by setting the Windows sound preferences from Control Panel.
:Ihe IPM alarms are linked to the "Low Battery Alarm" sound that you can change by selecting another wav
ile.
3.4.1 Configure User Accounts
Multiple user accounts can be configured.
From the Settings menu Item, select the User List item, then perform the following steps:

e Click on Add user.

e Enter the User Login and the User password.

e Select the User’s Profile level. The following levels are available:

o admin (the user will be able to access all the features)

o user (the user will only access the visualization and is not able to set changes to the system
or nodes).

e Click on Create new user button.

Intelligent Power Manager

Yiews <« | @ | User list %Add user
=) iews o1 ﬂi Edit uzer
E}ENode List Login: admin
() Power Source Prafile: Admin
=9 Everts Pazsweord; e
& ~Events List
& Everts Calendar Login: joe
== Management Profile: User
@Nodes Settings [FESBEE S0
@Nodes Upgrade
=9 Settings
ﬂ&Au‘to Dizcovery
] Actions
{4 Shutdown
:',‘} System
[ Log

[ User List

ﬁ
% Remove uzer

"5

Dezelect al

User Accounts window
Intelligent Power® Manager contains a default Administrator profile with
e admin as login

e admin as password

It is strongly recommended to change these settings immediately after installation.
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3.4.2 System settings

= Logout 'admin’

Intelligent Power® Manager  Help &

EF:T-N

Views «| &  System @Edit system information
B3 Views #3 System
Su... . Q ¥ ) @Edit language
DamNode List About ‘Eaton Intelligent Power Manager...
@ 1vpe:ups Product version: 1.30 build 093 S dt scan settngs
@Type: ‘POU License: Gold
[ Type : Undefined Product key: . %?Ed't update settings
aType = Server system name: Windows NT/6.01.01 & Check for updates

Website link: e.eaton.comiexplore/engiipm/default.htm &

@Type' Storage Contact: ﬁEdlt modules settings
- EType: "Network' Location:
3 &/ Power Source
% Power Components

n“,gmue Map

Q Language Settings
Language: [en-us] English (USA)
Date Format: dd/mmiyyyy
:IB.E\-’E"Its Time Format: HH:MM:ss
5 gEvents List Temperature Unit: [*F] Fahrenheit

a
Events Calendar & Scan settings

23 Management Automatic scan: Enabled

@Nudes Settings %ML Enabled
@Nudes Upgrade Username / Password:
=3 Settings SNMPy1 Enabled
&Autu Discovery SHNMP community name: public
(7] actions SHMPy3 Disabled
@ shutdown NUT Enabled
(3 Virtualization ._?/ Automatic Update Settings
ﬁEPSystam Interval: Every day
[_J Laog Last Update: (no update done)
a“ User List Mext Check Update: 22/02/2013-11:53:54

5k Modules Settings
Management: Enabled
Shutdown: Enabled
Wirtualization (Network Solution Only): Enabled
User drivers: Enabled
Redundancy: Enabled

@ox: 21 @ warning: 4 @ critical: 1 € Unknown: 13 Lastevent: (@ 21/02/2013 - 12:48:54 - - The outlet 1 voltage is too low

System settings

Select one of the items, and then click on the corresponding button on the right.

e Edit language allows the user to change the user language. (Czech, English, French, German,
Japanese, Korean, Polish, Portuguese, Russian, Simplified Chinese, Spanish, Traditional Chinese
are currently supported)

e Edit scan settings allows the user to change protocol access settings and automatic scan at software
startup.

e Edit updates & Check updates will provide Automatic Updates Features.
This feature gives you access to Eaton software updates.
Intelligent Power® Manager will always be up to date if you select the Check automatically option.
When a new software version is detected on www.eaton.com, just follow the wizard instructions.
Note: Database information will be retained with this operation.

e Modules settings will Enable / Disable the optional modules Management, Shutdown, Virtualization,
User drivers, Redundancy.
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4 Supervision

4.1 Access to the monitoring interface

To monitor Eaton devices already discovered on the network, start the main “Intelligent Power®
Manager” interface. You can access the same interface locally or remotely.

41.1 Local access

e From the system where the supervisor is installed, you can use the following shortcut:
Start » Programs » Eaton » Intelligent Power Manager »Open Eaton Intelligent Power Manager

4.1.2 Remote access

e From a remote machine, you can type the following URL in a Web browser
https://<name or IP address of computer hosting IPM>:4680/
or
http://<name or IP address of computer hosting IPM>:4679/

e In SSL mode, accept the certificate using the procedure provided by your browser.

e Enter the Login and Password.
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4.2 Node List View

E N Intelligent Power® Manager
Views «| &/  Hode List & Selection view »@
=] ﬁn\’lﬂws Type & Status Name Description Class ersion 05 Type Location | L... Information S|l
3 Node List 7] ) VMware ESXi5.1 VMware ESXi 1 VMware ESXi 5.1.0 ® -
2\ Power Source = @
un,ENudeI.!ap ' o VMware ESXi 5.1 VMware ESXi 1 VMware ESXi 5.1.0 ... @ .
S Events 7] V) Viware ESXIS0. Vwars ESXi 1 VMware ESXi 5.0.0 ® peserzon Erolion &0
H & Events List Numlna\( 850 VA
= evente Cabond = | Q Windows NT/.01.01 Inteligent Powe... 1.30.093  Windows NT/5.01.01 ® ::PD:;E" power
vents Calendar address
23 Management 2 ] Windows NT/6.01.01 Inteligent Powe.. 1.30.081  Windows NT/6.01.01 ® Mac Address
Nodes Settings =} [x) Windows NT/&.01.01 Inteligent Powe... 1.30.083  Windows NT/6.01.01 ® Serial number AV%”(””:(
etwor
[@Inodes Upgrade 2 [v] Windows NT/6.01.01 Inteligent Powe...  1.30.093  Windows NT/8.01.01 ® Class Management Card /
=43 Settings. - = HE
&Auto Discovery g [] Intelligent Powe...  1.30.081 Windows NTI5.01.01 @ Location 1A08
3 Actions 2 V) Windows NT/6.01.01  DELL Muli-UPS . 01.07.0001 Windows NT/6.01.01 ® Contact L
(P shutdown m . . Link @ T
Windows NT/5.01.03  Inteligent Powe... 1.30.091 Windows NT/5.01.03
(9 Virtualization g ® ®
@ system 2 ] Windows NT/S.01.03 nteligent Powe... 1.26.085  Vindows NT/S.01.03 ® Status =
rJ Log ' 0 Cisco 103 Softwar... Cisco cisco Battery state o Charging
Buser Lt 7] ] WMware ESXi 5.1 VMware ESXi 1 VMware ESXi 5.1.0 ® |=| | Powersource @ on utiity
7] ® VMwareESXIS0... VMwareESXi 1 VMware ESXI 5.0.0 .. ® Load level T 24 %
(7] @ Viware ESXIS1_ Vwars ESXi 1 VMware ESXi 5.1.0 ® Batery capacty [LIRITINTT R
Battery run time 18 min 45 s
@ o Eaton ePDU AM 1P... PDU Network M... 01.01.0007 Advanced Monitore... @ Master output: Master ! on
3 V) Eaton PDU AM 1P... PDU NetworkM... 01.01.0007 Advanced Woniors..  Monb... (§) Load segment #1: Group! @ on
@ V] Eaton ePDU MA 1P... PDU NetworkM... 01.01.0007 Managed P1_G2 024 MBTL.. (B Load segment #2: Group2 @ o |
3 V) Eaton ePDU MA 1P... PDU NetworkM... 01.01.9007 Managed P1_G2 024 METL.. (B a— -
@ V] Eaton ePDU MA 1P...  PDU NetworkM... 01.01.9007 Managed P1_G2 024 MBTL.. (B Envirenment =
3 V) Eaton ePDU MA 1P... PDU NetworkM... 01.01.9007 Managed P1_G2 024 METL.. (B Temperature m TigeF
@ 0 Eaton ePDU MA 1P... PDU Network M... 01.01.0007 MWanaged P1_G2_016 Forma... @
Humidity m 21%
3 V) Eaton ePDU MA 1P... PDU NetworkM... 01.01.0007 Managed P1_G2 024 METL.. (B
@ V] Eaton ePDU MA 1P... PDU NetworkM... 01.01.0007 Managed P1_G2 024 MBTL.. (B Input#1 7] Open
Input #2 %] Open
3 V) Eaton ePDU MA 1P... PDU NetworkM... 01.01.9007 Managed P1_G2 024 METL.. (§ LI
@ [x] DELL660S FDU Dell/ SHI DELLG60S Labo .. (B Graph - 2 hours Sls
F] ] Hardware: IntelBd . NAS HPJ SHUP WIN-SSDADESINGE  Month... (B)
[3 0 Linux nas-netgear. NAS Netgear/ ... nas-netgear2100 Unkno... @
F] ] BUFFALO TeraSta.. NAS Buffalo / S. TS5400D87E unkno... (@)
O [] MetApp Release 8.... UFO NetippiS.. ufo_netapp__snmp MTB-... @
@ V) Eaton SFX 3000 Network Manag... HE 86102-411614 METL.. (@ _U—mmm
@ o Evolution 650 Network Manag... JAbS 66102-4M16M-55 Burea... @
03 v Evolution 850 Network Manag... HE 66102-4M16M 1408 (B) 7| | 21/02/2013-10:57:18 | v# | 21/02/2013 - 12:57: 1
0 I pagelt Jof1l bkl @ |[100 | Ttems perpage Displaying 1-430f 43 | | g pontic o 15
@ox: 25 @ warning: 3 @ Critical: 1 €D Unknown: 13 Lastevent: € 21/02/2013 - 12:55:42 - -The outlet 1 voltage is in narmal range
e Type Graphical Icon to differentiate UPS, ePDU, and software applications

e Status This icon represents the severity of the most critical event active on the monitored device;
e Name The IP address, the DNS name or user defined name

e Description The product name or description

e Location The node location

e Contact The node contact

e Link Link to the device Web site (if available)
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Note: You can sort your device list by clicking on the column titles (Status / Name / Description/ Location /
Load Level ...).
The following possibilities are available:

e Sort ascending

e Sort Descending

e Add columns (as illustrated on following screenshot)

Intelligent Power® Manager

Views <« ||@/  Node List @
= S:ﬁews Type = Status Name Diescription ¥ Class Version 0S Type Location | L...
[# 8z Mode List ) )
lﬂ:,; Powrer Source . Q Whware ESXiS1.| &1 sort ascending Wiware ESXi5.1.0 .. @ &
&8 Node Map w [¥] Whiware ESXiS.1.0 Z | gort descending VMware ESXi5.1.0 ... ®
I Events W [¥) WMware ESXi 5.0.. i S ®
. . Columns 3 Type
i; Events List =] () Windows NT/8.01. VP ®
Events Calendar
V| Status
5453 Management g %] Windows NT/5.01.01 Inteligent Powe... 1. @
IP address
Nodes Settings = | o Windows NT/6.01.01 Inteligent Powe... 1. O ®
Mac Address
@liiodes Upgrade 2 ) Windows NT/8.01.01 Inteligent Powe... 1. O ®
223 Settings Deescription
,&Autu Discovery g (%] Inteligent Powe... 1. @
Serial number
[ actions g o Windows NT/5.01.01  DELL Muli-UPS ... 1 I:‘ @
G Class
(P shutdown 2 ® Windows NT/5.01.03  Inteligent Powe... 1. ®
(' Virtualization =
2 Version
@System g %] Windows NT/5.01.03  Inteligent Powe... 1. @
05 Type
Ej Log ' [x] Cisco I0S Softwar... Cisco o
i Location
8 user List (7] ) VMware ESXi5.1.... VMware ESXi 1 ® |=
Contact
' (O] Whware ESXiS.0.... WMware ESXi 1 o @
Load level
. @® Wiware ESXi5.1....  WMware ESXi 1 O @
Battery capadi
@ [¥] Eaton ePDU AM 1P... PDU Network M... 01 O Y ®
[ shutdown timer
@ [¥) Eaton ePDU AM 1P...  PDU Network M... 01 @
[[] Estimated runtime to shutdown
@ Q Eaton ePDU MA 1P... PDU NetworkM... 01 @
[[] Battery run time
@ (%] Eaton ePDU MA 1P, PDU Network M... 01 ®
[[] shutdown duration
@ [¥) Eaton ePDU MA 1P...  PDU Network M... 01 @
[[] Master output
@ Q Eaton ePDU MA 1P...  PDU NetworkM... 01 @
[[] Power Source
@ [x] Eaton ePDU M4 1P_..  PDU Network M... 01 ®
[ outletgroup
@ [¥) Eaton ePDU MA 1P... PDU Network M... 01 ®
User Type
@ Q Eaton ePDU MA 1P... PDU NetworkM... 01 O L @
[[] User Note
@ [¥] Eaton ePDU MA 1P_..  PDU Network M... 01 ®
Access
@ (] DELLEE0S PDU Dell{ SNM._.. O ®
Link
[; %] Hardware: Intel64 ... NAS HP/ SHNMP @
[; (%] Linux nas-netgear... NAS Netgear/ .. nas-netgear2100 Unkno... @
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4.3 Flexible Panels view

e Select one of the device/applications in the list and “detailed Panels”  |saiect panels %
appears in the selection view (on the right). i @ formation
e Clicking on the bar title allows you to collapse/extend the panel. [¥] Status
[¥] Cutlets
e These buttons will allow showing 21 or hiding “! all the views || @Measures
menu or Selection view menu. [T Enwironment
. . . . . [ Graph
e This button ! allows selecting which panel you want to add in the . DS;Zptic

Selection view.
Power Source

Powered Applications
Ewents
| [ statistics

Power Components

[ Save ” Cancel
Some of these panels are only available for specific node types.
4.4 Panels list
4.4.1 Information
Information =
@ 192.168.xx.yy
Description Evolution 550
Naminal t fEn A
Fsl.n.:lenra apparen 850 VA
IP address
Mac Address
Serial number AW1J15045
Class Network Management Card /
JABS
Lecation
Contact
Link ®
Information Panel
The following node information is displayed in this panel:
e 192.168.xx.yy The DNS name (or IP address) is displayed near the “status icon”
e Description The commercial product name
e Nominal apparent The device load capacity in VA
Power
e IP address The device IP address
® Mac address The device MAC address
e Serial Number The device serial number (if available)
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e Class The type of the card

® Location The device location (value of syslocation object or can also be configured in the
Device page )

e Contact The device contact (value of syscontact object or can also be configured in the
Device page )

e Link Link to the device Web site (if available)

Note: The information displayed in this panel depends on the node capabilities.

4.4.2 Status
Skatus -
Battery state e Charging
Prver SOUFCE @ on utility
Load level I 0%
Battery capacity U o0 %
Battery run time 1 k15 min 50 =
Msster output: Master Y on
Load segment #1: Groupd Y on
Load segment #2: Group2 Y on
e Power AC Power / Battery
source
e Battery Charging / Discharging / Default / Floating / Resting
state

e Load Level the output load level of the device

e Battery Battery capacity of the device
capacity

e Batteryrun the device remaining backup time

time
® Master Main output status (ON/OFF / Internal Failure / On Automatic Bypass / Manual By
Output Pass / Overload)

e Outlet#x  Qutput outlet status (ON/OFF) depends on your UPS model

Note: The information displayed in this panel depends on the node capabilities.
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4.4.3 PDU Outlets Panel

Outlets
1. B
o B
a: B
13 @
17 @
2 [@

2: S:B

Outlet 2 test

Factory Group 1 test / Load segment #£2

B on

Outlet current : 0 A&

Outlet voltage | 23516 %
Outlet active poveer © 0
Outlet apparert powet | 0WA

Consumption since 060111-11:44:55 am (15423041 min) ;0 KWh

4:“

This panel displays outlet status of the selected ePDU.

Notes:

e Contextual information is provided when mouse is over the outlet

e When you select an outlet in this panel, the Graph panel displays the information for this outlet.
You also have to select “Outlet” information in the “Graph settings” dialog (accessible through this

button ¥

in the “Graph panel”)

Outlets color codes

Symbol  Color

Description

| Green

Y Red

Not powered (Off)

Powered (On)

4.4.4 Measures

Measures

— Input

Input frequency 289 Hz
Input woltage 229
Input current 14
Bypazs frequency B0 Hz
Bypaszs voltage 23N
Bypass current 0a
— Ot
Battery output woltage 2020
Output frequency EOHz
output voltage 23
Output current 14
Global apparent povwer 0%a
Glohal active power 0w

Single Phase UPS Panel
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Measures -
— Input
Phase 1 Phase 2 Phase 3
Input current oA 022 A 04
Input voltage 238V 24144 24128V
Input active power 0w 21W 0w
Input apparent power 0VA 45 WA 0vVA
Input frequency 499 Hz
— Qutput
Global apparent power 49 VA
Global active power 20W

— Consumption L

Phase 1 - since 06/06/11-7:04:55 pm 0.78 KWh
Phase 2 - since 06/06/11-7:05:22 pm 7.02 KWh
Phase 3 - since 06/06/11-7:05,48 pm 1.41 KWh
Global - since 01/01/00-1:04:03 am 1217 KWh

3 Phases ePDU Panel

This panel displays the selected device electrical parameters (UPS or ePDU and single phase or 3 phases)
depending on the node capabilities.

445 Environment

Ervironment -
Temperature m 2280
Humiclity W 18.2%
gLt #1 O Open
Input #2 o Cpen

This panel displays the selected device sensor information: Temperature, Humidity level, Dry contact status
(Open/Closed)

e Temperature Sensor temperature (in °C, or °F)
e Humidity Humidity level
e Input#1 Status of first contact (open / closed)
® Input #2 Status of second contact (open / closed)
446 Graph
Graph =]
Date: 2009/01/27-15:38:20
Input woltage: 238 W
Load level MO #4% | |
Battery capacity: ] =1 e [ |
Bisttery run time; 1 h 04 min 07 s
| |

2009/01)27-15:06:05 W 2009/01/27-16:06:05
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Graph Panel

This panel displays the graph of the main measures of the selected device.

The = button allows you to maximize the graph window for better visibility.

The *# button allows you to select the data you want to graph.

4.4.7 Synoptic

Syniopkic
Cnline UPS

E Master output
Dutput measures

Apparent power 32153 kWA
Output voltage 219
Cutput current 14 4
Output frequency S0 Hz

Synoptic Panel

This panel displays the selected device synoptic. A tool tip is displayed when the mouse is over one of the

functional block.

Synoptic Color codes:

e UPS modules:

AC/DC  DC/AC By-Pass Color

Description

(g Green Status OK & Active
[ (=, P':' Red Internal fault & Inactive

N

i

Status OK & Inactive

or Unknown

Eaton Intelligent Power® Manager — User’s Guide / AL - v1.30

Page 34/125



www.eaton.com

e Battery module:

Color Description

Green Status OK

Orange  Battery charge is less than 50%

Red Battery fault or End-of-backup or End-of-battery-service-life pre-alarm

} 0 \(<n
= m . m 3
- o

=1

Grey Battery status unknown

e Electrical flows:

Symbol  Color Description

Yellow Current flow through the cable

Note: the object animation gives the direction of current flow

_ Grey No current flow through the cable (Warning: the cable may still have voltage)

e Electrical power source at UPS input:

Symbol  Color Description
B Green Source powered. Status OK
g Grey Source not powered or status unknown

Examples of combinations between flow status and power source status:

B-z Green/ The electrical power source is powered and provides electrical flow
Yellow

B-z Green/ The electrical power source is powered and does not provide electrical flow
Grey

e Load at UPS output: (its status is linked to that of the UPS output status)

Symbol  Color Description

B Green Load powered and protected. Status OK
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g

Red Load not powered

g

Grey Load status unknown

Examples of combinations between flow status and load status:

—

Yellow/ Green Load powered and protected

—-»

Grey/ Red Load not powered

448 Power Source

Power Source

Mode
Description
Location
Contact

Lirk

Load segment

Power Source Panel

Evalution 550
Bureau
Seb

®

daster outlet

This panel displays information on the device that powers the selected application running on the server.

449 Powere

Powered applications

d Applications

Statu Mame Shutdowen disc Shutdowen durs Outlet group
@ 1eesazs00 [HIHNMMIIN 2mnoos 1

Rurtime to shutdown: 22 min 20 =
Shutalosn curation:
Off time: 1aminis s

Powered Applications Panel

This panel displays information on the software applications (shutdown agents on the servers) that are
powered by the selected device.

4.4.10 Events

Ewents

Status  Date
27/01/09-15:59.22
2701/09-15:55:45
27/01/09-15:58:43
270109155542
27/01109-15:58:40

27M01/09-15:55:32

©000®9

Events Panel

Mezsage

Brypass © Return on UPS -
Output on autamatic bypass

The outlet growp 2 i on

The outlet growp 1 is on

The UPS output is on

The UPS output is off

This panel displays the events list of the selected node.
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4.4.11 Statistics

Statistics - 7 days =

Communication between card and device lost 4
The UPS output iz off 4
Metvwork communication with device lost 3
Estimated consumgtion 27 54 VAR
Power lost count 3
Cumulated power lost time Emin 42 =
LIPS fault 3
UPS averload 1
02§17/09 - 12:00:00 am v 02/23i09 - 11:59:59 pm

Statistics Panel

This panel displays the statistics of the selected node.

The *# button allows you to select the time interval for the statistics.

You can adjust the time interval by clicking on the 2 buttons with the “From” and “To” dates.

Here is the list of Statistics Computed Data:
e Apparent Consumption (or Active Consumption in next release)
e Average Apparent Power (or Average Active Power in next release)
e Power Failure Count
e Power Failure Cumulated Duration
e Battery Fault Count
e Internal Failure Count
e Overload Count
e Warning Alarm Count
e Critical Alarm Count
e Output Off Count

e Communication Lost Count

Note: This information depends on device capabilities

4.4.12 Power Components

Power Companents =

Type  Stat... MName Load lewel Battery capacity Battery run ..
@ o O 0% M 1005 101Smns..
@ @ U7 [N e% MW 100% #0mn2ss

Power Components Panel

This panel displays the components of your redundant UPS system if the Redundancy feature is activated.
(Refer to the Redundancy chapter)

Eaton Intelligent Power® Manager — User’s Guide / AL - v1.30 Page 37/125



www.eaton.com

4.5 Device Supervision
The bar at the bottom is the status of nodes. Clicking on one of the icon will display all the devices in this
state.
For example, here:
e 14 nodes OK,
® 4 arein Warning status
e 2 arein Critical status
e 0 are in Unknown status

o Ok 14 @ Warning: ¢ o Critical: 2 0 Unknown: 0 Lask event: O 10017111 - 3:36:35 pm - - The load segment #2 is on
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4.6 Applications List View

To create a sub-view that filters applications, right click on Node List, then create a Sub View from and
select Category as criteria to filter the nodes. It is possible to create sub views from the following

information: “Category”, “Contact”, “Description”, “IP address”, “Location”, Name”, “Status”, “Type”, “User
Note”, “User Type”.

Intelligent Power Protector or Network Shutdown Module V3 can be monitored in this View.
E;T'N - Logout'admin’

“Help &

Intelligent Power® Manager

= =’-BN§“:;;TLW =] © " Wincowrs NTIS.01.01 ®
= HP:"" e Source L o Vndows TR OTCl ® ° Description Windows NT/6.01.01
SdMode Wap = ® Windowes NT/S.01.03 ® = P address
j@f“g“::mm 2 @  soso Netapp Release 802 7-Mode: Hon 1 NTB-LABCONO1 ® ‘ w co Intligent Power anager /130,083
B Events Calondar 2 ®  somo Harcware: tc)4 Famiy 6 lodel25 .. Nonibonnot ®
353 Management 2 ©®  sosm Linux nas-netgear2100 2.6.37. 6 RIG... Unknown ® status =
%SZ::E::E [F] [ STO#004 BUFFALO TeraStation TS54000 Ver2.... Unknown ® Estimated runtime to shutdown w20
Q3 Setings ] @  sosns Linux RS8125y10 32 3043202 SUP __  Labo Comm ® R Frnos
&4 Auto Discovery
J Actions Power Source B
B °
[ og Description Evolution 650
Ee foesn
Page 1 of1| » sl @& 25 |v Itemsperpage Displaying 1-8 of 8
@ ok 12 @ warning: 1 O criteal: 0 © unknown: 2 Lastevent: @ 08/03/2013 - 11:05:32 - GREFRWHPE00905S - Reported commurication error
Applications List View
The following default information appears in this page:
e Type Application
e Status This icon represents the status criticality of the server
» Name Value configured in the Applications screen (by default this is an IP
address or a DNS name).
e Description Machine operating system
» Power source It is the UPS that powers the application
e Estimated RunTimeto  Operating time in the event of a utility supply loss
shutdown
e Shutdown duration Duration, in seconds, needed by the system to carry out its shutdown
procedure
e Power Source shutoff After the application is stopped, this information shows whether the

power source is stopped or not
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e Outlet group UPS load segment

e Link Link to the Web supervision interface of the Intelligent Power Protector
or Network Shutdown Module V3 module
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4.7 Map View

This graphical representation allows you to organize the supervision Map using the Drag & Drop feature

Select a node icon and the information will be updated on the right hand panel

4.7.1 Create a customized Map View
On the Left hand menu, select Views P Node Map

The Map is automatically generated (icons are automatically placed on the Map and IP address assigned)

On the Node Map bar title the contextual tool button "= provides you the tools to modify the Map.

Change theme
Manage backgrounds

Regroup nodes

add a label

\.,.E’ Set access paramekers

4 -?] Edit asset

Change theme offers three kinds of icons representations for the user (small icons, large icons, and rack
icons).

Manage backgrounds will offer you the possibility to:
e Import a new background image in the supervision tool.
e Select a background already in the supervision tool for the Map.
e Remove the background images.

Regroup nodes will rearrange the icons position on the Map.

Add a label allows to create a user defined text and to place it on the Map through drag and drop.

Note: to delete a label, right click on it, then Delete.
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4.7.2 Maps examples

'3 o 4
.
B
P ]
e
—
Vs -
« »
i ey o

Onm  @urye Qoenm Quewnie imewe: O ey S—

World Map view

i ’
- -

© M1 n VS o
O VDN R Do i

.
Omw  Qwwwrr Qowam Quawev imowe O e =«

Country Map view
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Intelligent Poy Manager =
Ve U6 Wede Map - 49 Demn O Sebection vew »e
hrmanon =
o
Rack Bay 542 Navision ERP Rack Bay 54) Oracle ERP Rack Bay 54417 Lad PSSR LATON SoseiPS
e va

© 00 Lrargy Savng Vade
© rosns

© Onmy

[ID s
EEED
I

@ -

- NI 120000 o

o

o)=

vesiar

) Comenanes W Gevce s sewiciet &

« 13 0 Mownruz ——————— |
Qwn @ ey 14 [ O inowen & Lmtevers: () 240011 - 3130 am - 04.F5.226. 718  Reporind communcasion sTor

Server Room Map view
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4.8 Events

4.8.1 Listrepresentation

Select the Events » Events List and the following page appears:
F.T-N

+ Logout ‘admin

Intelligent Power® Manager Help &

Views «| @  Events List
23 Views Status. Date Name Message Ack +F Acknowiledge all events
@ 08/03/2013-11:08:32 Reportad communication error 3 Showinide acknowledged events
@ Power source (<] 08/03/2013-11:07:81 Communication with device has failed Slexportlogs
&4 Node Map o 08/0202013-11:07:32 Reported communication restored 23¢ Purge logs
“5’;“‘::;& - ® 0Rma013-11:05:32 Reported commurication error =
events Calendar ) 0802013103454 Reported communication restored
363 Management @® 08032013-10:33:54 Reported communication error
%:::: ol P 0201310353 Communicaton wih devics i restred
Sy setings o 0B032013-10:18:20 Communication with device has faled
g Auto Discovery (=] 08/03/2013-10:47:57 Communication with device has falled
-iiﬂ'&"ﬂl . P 08032013-10:17:48 Communication wih device has faded
@system Q 08/03/2013-10:15:53 Sensor contact Input #2: off
Q Log o 08/0212013-10:15:53 Sensor contact “mput #1': off
Shuser st ©  wowioss Communieaton restored wihenvonment sensor
) 0702013154237 Sensor contact nput #2: off
o 071031201315:42.37 Sensor contact nput #1: off
o 071031201315:42.37 Communication restored with environment sensor
o 0710312013-15:42.29 Communication faiure with environment sensor
o 071032013-15:42.28 Sensor contact nput #2: off
o 071032013-15:42.28 Sensor contact nput #1: off
o 071032013-15:42.28 Communication restored with environment sensor
o 071032013-15:42.28 Communication faiure with environment sensor
o 071032013-15:42.28 The load segment £2 s off
o 071032013-15:42.28 The load segment #1is off
o 071032013-15:42.28 The UPS output s off
o 071032013-15:42.28 Communication faiure with environment sensor
{4 4 [Page1 of2) b M | @ |[25 |v|ttemsperpage Displaying 1- 25 of 26
@ ox: 11 @ Warring: 1 O critial: 0 & unknown: 3 Lastevent: @ 08/03/2013 - 11:08:32 - . msh t - Reported error

Alarms list.

All new alarms are stored in this log.
You can sort the alarms according to Status, Date, Name, Message and Ack.
The following functions are available:
e Acknowledge selected events will add a check box in the Ack column for selected events

e Acknowledge all events will add a check box in the Ack column for all events

e Export Logs will create a logs.csv file with the following syntax:
o Date"Node, Type,Level,Object,Value,Message
o Note: Export command may take several seconds before allowing download to create logs
file
e Purge Logs, Delete all logs (specify a date)

Select all will select all displayed events.

Deselect all will deselect all selected events.
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4.8.3 Calendar representation
Select the Events » Events Calendar and the following page appears:
In this matrix representation, each line is a week and each column is a day of the week.

If you select a day or an interval (with date picker or shift+click command), events and statistics panels will
give you all information for this selection and will automatically refresh when new statistics have been
computed.

E TN Intelligent Power Manager

Views 40 Events Colendar Selection view
. ".V"‘ Wook *  Sundwy  Monday Tuesdey  Wedres . Trursdey Fodey Sbrdey
_=f:: 8 0200 ®0 ®eo
N o o
4 jEverts A—
= 5 bveres Lt e Cate Febeumy 2, 2009 00 00
# Everts Coverder ®s
o _iMaragement [+ B
(Jirades Seargs (R
Qireder Lograse
3 G5eergs
Hh Ao Descevery
J Actions
& S
P ovetem
| Log
S User Lt

Yowre Metioge e
COmmunication wih device ha ﬂ
Communication talre wih L%

Tre LPS oot @ o
Communication wen Sevee re
L N Wit e o
COMMUICARN W devwoe he
ommLracation wen Sevee &
Communication wih Sevice ha
CmUnCAton Wih Sevce &
Cmmmunicoon with Sewie ta

Tre UPS output s o0t
Commnracation tbure wit LS

COMMeIr o A0 WP, e

Communication wih Sevice ha

3000@0000000000{.{5

QOMAISEL WO AON Teaored with :]
Statstxs - Q205

WA N

Cumisted power O e Emndals
UPS

P overiosd 1

4.8.4 Nodes Events list

The icons in the different views represent the event severity.

Icon Event status

0 Normal. With this event, the device is coming back to a nhormal status.
Event list (UPSs, ePDUs, Applications, Generic devices):
e Communication with device is restored
e Communication restored with UPS
e The system is powered by the utility
e The UPS output is on
e Communication restored with UPS
e Battery OK
e UPS returns to normal load
e UPSOK
e Bypass : Return on UPS
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End of low battery alarm
The outlet group 1 is on
The outlet group 2 is on

Communication failure with environment sensor

Communication restored with environment sensor

Humidity is in normal range
Temperature is in normal range
Input #x on

Input #x off

End of warning alarm

End of critical alarm
Redundancy restored

Protection restored

Event list (ePDUs specific):

The input frequency is in normal range

The input temperature is in normal range
The input voltage is in normal range

The input {x} is in normal load

The section {x} current is in normal range
The section {x} voltage is in normal range
The outlet group {x} current is in normal range
The outlet group {x} is in normal load

The outlet group {x} is on

The phase {x} output load is in normal range
The output frequency is in normal range
The output load is in normal range

The output voltage is in normal range

@ Warning. A problem occurred on the device. Your application is still protected.

Event list (UPSs, ePDUs, Applications, Generic devices):

The system is powered by the UPS battery
Output on automatic bypass

Output on manual bypass
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Humidity is below low threshold
Humidity is above high threshold
Temperature is below low threshold

Temperature is above high threshold

Warning Alarm (a generic Warning alarm is active on the device)

The device is under its load alarm threshold
The device is over its load alarm threshold
Protection lost

Redundancy lost

Shutdown in {time}

Remote Communication Error (remote communication or configuration issue is detected)

e Critical. A serious problem occurred on the device. This problem requires an immediate action.
Your application might NOT BE powered anymore.

Event list (UPSs, ePDUs, Applications, Generic devices):

The UPS output is off

The outlet group 1 is off

The outlet group 2 is off

Battery fault

UPS overload

UPS fault

Low battery alarm

Applications must stop immediately...
System shutdown in progress...

Critical alarm (a generic Critical alarm is active on the device)

Event list (ePDUs specific):

The input frequency is out of range

The input temperature is above high threshold
The input temperature is below low threshold
The input voltage is above high threshold

The input voltage is below low threshold

The input {x} is overload

The section {x} current is too high

The section {x} current is too low
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e The section {x} voltage is too high

e The section {x} voltage is too low

e The outlet group {x} current is too high
e The outlet group {x} current is too low
e The outlet group {x} is overload

e The outlet group {x} is off

e The phase {x} output is overload

e The output frequency is out of range

e The output is overload

e The output voltage is above high threshold

e The output voltage is below low threshold

@ Communication lost

Event list:

e Communication failure with Device or Application

@ Device is not managed

Your device is not managed due to license limitation. Please go to Settings » System page to enter
a Silver or Gold license code.

4.9 Launching Device or application Web interface

From the Status panel, you can access the Web Page for Eaton cards or applications including a built-in

web server. Click on the web Link associated to this blue icon ® (http access) or this yellow one @ (https

access).
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UPS Properties.
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Eaton Intelligent Power® Manager — User’s Guide / AL - v1.30

051471556581

Page 48/125



www.eaton.com

4.10 Defining sub views

= Views . When you have to monitor large configurations, it is helpful to define several

B2 g ode List sub views and then filter the nodes or events in these categories.
deategory : 'Devices'

ECategory : \Application’
E:ﬁLocation 1 '3200 5. Susan =t Sant
£ Location : ‘Computer Roam You can select many criteria in order to organize your tree (i.e. geographical,
&2 Location : HPO Finland' organizational, by status...).
= nugNode tlap
@Type: "ups!
@Type: 'PDL"
EType: ‘A pplication'
= Everts
% gEvents List
@ status - oK
@Status : Warning'
&Status - 'Critical
estatus : '‘Communication Lost'

e Select a view in the left menu (e.g. Devices)

e Right click on this view and the following contextual menu appears.

Yiews <@/ | ModeLi

= _‘l:.r"iews ol | Ty st

=) Node List Q ¢
L_iCategnry Dsuisaal

Ecateggry Create a sub view

H rmeie .
EELDCE'J“U"' Create a sub view from ...
argLocation

Eﬁana’cion Remove this view
= ung Mode hap
@T\;pe . 'LR
[ &Type : PO Share this vigw
EType A

=l Everts

o .
=3 gEvents List Renarme this view

Status ']
@status S Edit Filter wiew

@Status :
eStatus - B Logout ‘admin’

eatatus:' —

e Click on Create a sub view from ... and follow the instructions.
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e To filter the nodes in this sub view, right click on a line of the Node List area and edit a Filter View.

Yiew filter rules X

Addrule  Delete rule

Ohject Crperstion “alue
Categary § Type = [:] Devices (DEWV)
V 'Location 'c:ontains I Coomputer Room

Save l [ Cancel

e To add a filtering rule, click on the Add rule button then key in the Object, Operation and Values.

e With this filter you will view the Devices whose Location field contains the value “Computer
Room”.

4.11 Sharing sub views

A customized sub view is “attached” to the user that created it. It is private (marked with a small man on the
icon of the sub view). If the owner of the sub view wants to allow the use of the sub view by the other users,
he needs to share the view.

A Right-Click on the view allows you to open the contextual menu:

Create a sub view

Create a sub view from ...

Share this wigw

Revert this view
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“Subview example” is private (customized and not
shared)

“Node Map” is customized and not shared.

“Subview example” is public (customized and
shared)

“Node Map” is customized and not shared.

Views “||&
=l Views
=53 Node List
EESub\riew example
w Power Source
uué Mode Map

Views «| @
= Views
552 Node List
E:E:-,Subview example
s Power Source
nﬂé Mode Map

Customizing a view cancels the sharing of this view. For the use of this view by all the users, the owner of

the view must share it again.

4.12 Node List export to CSV file

To export data displayed in the Node list, click on the button in the top right corner of the Node list and select
Export to CSV file.

If some nodes are selected in the list, the exported file contains only data for the selected nodes. If no node
is selected, the exported file contains data for all the nodes in the list. Only data from currently displayed

columns are exported.

E:-T-N

Intelligent Power® Manager

Views «/[@/|  Node List @ selection view »
(] views Type Status Iame Description Location Cortact Link &2 Select by keyword =
SgEvents @ o Evalution 850 Computer Room Computer Room Manager () Deselect al
£ gEvents List -
sal
Weverts Calsndar @ [ Evalution 650 Computer Room Computer Room Manager () B Edfiker view
=4I Management @ Q Powesryvare 9130 3000 Computer Room Computer Roam Manager @ =1l
7 2 et nad ts
nodes settings @ o Pulsar 12200 Computer Room Computer Room Maneger () ¢ S8tnods accessparameters  gage
lgnases Upgrade (@) Edt nods mformation " ~
559 Settings @ [v] EX7RT Computer Raom Computer Room Manager () S fruniestion ... 8
£ Auto Discovery @ (] HP R1500 G3 Computer Room Computer Room Maneger (5 Imunication -
C aations 3 1EM 14400 41 000V Rack...  Computer Room Computer Room Manager -TOTS. Communication ..
@
Syt
$ System © 29103 Communication ..
[JLea
& User List @ OUEHEI1EZ . Communication
@ 0UBAEEZ. Communicetion ...

Exporting node list from node list view

The function is also available from Auto Discovery P Export to CSV file
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5 Shutdown

5.1 Introduction

This Shutdown feature can be Enabled / Disabled from the Settings » System P Modules Settings

When the Shutdown feature is enabled, the software displays a communication error until the Power Source
is correctly configured (see below).

5.2 Shutdown Configuration

e Login with an administrator user profile
e Check that Shutdown Module is enabled.
e From the Settings menu Item, select the Shutdown item:
Yiews «/|@  Shutdown L:‘§7Ec!'rt pOWEr SOUFCE
=i Views o Power Source Configuration EEdit shutdowen configuration
1 Power Source Paoweer source: 166.99.224.131 F Edit acvanced shutdown criteris
=<5 Everts Load segment: Master output [@Edit UPS configuration
; Events List Login ! Password: \‘Q -
. S;:::zts Calendar B Configuration RTest acoess

A duto Discovery

Shutdown tlmer:.llone il Test shutdawn
Shutdown durstion: 120 second{s)

[ Actions Shutdown type: Hibernate
[

gshmdown @ Criteria

P20 System

; J Log Shutcowen criteria iz reached

q}l User List G,] UPS Configuration

Lowe hattery alarm level 30 %

Load segment #1 restart delay: 0 second(s)
Losd segment #2 restart delay: 1 second(s)
Audible slarm: Enabled

To configure, perform the following actions:

Click on Edit Power Source.

In the Power source field select the UPS that powers the computer hosting Intelligent Power®
Manager.

Select the UPS Load Segment which is powering the server.
Fill the login and password if necessary (depends on the connectivity).

Click on Save.

Please refer to the Intelligent Power Protector User Manual for a detailed description of the
shutdown feature.

Shutdown through Hibernate: If available with your operating system, it is better to use the
hibernation feature (available from Windows 2000) as there are a number of advantages. When the
computer is shutting down all work in progress and system information are automatically saved to
the disk. The computer itself is also de-energized. When mains power returns, all the applications re-
open exactly as they were and the user placed back in their work environment...

The Hibernate function must first have been activated in the operating system (In the power options
on the Windows control panel » Hibernate tab).
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Note: If you select hibernate, but your computer does not have this function, Intelligent Power®
Manager will still protect the installation by carrying out the normal (default) shutdown.

5.3 Power Source View

When Shutdown feature is configured, from the Views menu Item, select the Power Source item.
You will be able:

e To supervise the information from the UPS that powers the Intelligent Power® Manager computer.

e To personalize the view of the panels by drag and drop.

E:T-N Intelligent Power Manager

Wiews il Pt GaEce
S b ]
= raeie Litt Information and St Graph ]
P feare &
Sa o Hap
S itemta Cuzzien Evabadion 1520
£ Remis Lirt Mz &ddra [
A B | s St S | /I | | | S ——
=t [ e iy OO T
[firioces Satings L
s Lagrads Frowst Soarca G oy
= 2 Sartingmy Batary =adn & g
BsianDocery Loasibernt I o
. ) Buttary cazacty: MBI <0 %
& " Bathary ran b ThiEmnd EORNTH 3811 143 55 wF STDSTRLIM-| 148
Qi arier cefpud - On
A Cuda 2 B o | ek Y
T T ® on | s pas L
0 eSO Corwanicson wihdedics i resord H
Topic
P ——r B CoME0SERay  Conwanenon il has ke
0 CEMEAREEEs Tes Pt o

u CACKE A O 50 25w Coananunic ation radtasd with LIPS

i DoMEACIR0Sw T UPS outmkin ot

r——

0 ot Cwwanceson bk sth P
_B— P I M (G 06 oo e i restoned _'j
B L | E

e waras

2%,

Fonmied spplcation:

5.4 Shutdown Sequence

For the “Shutdown Sequence” and “Shutdown Use case”, please refer to the Intelligent Power® Protector
user’'s manual.

IPM can acquire shutdown alarms from IPP with the “Shutdown Controller” enabled.
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6 Advanced Management

6.1 Nodes Settings

6.1.1 Single node Configuration Display
Intelligent Power® Manager can display the card/application configuration. Proceed as follows:
e Select one card from the list.
e After a few seconds, on the right hand, the Node configuration panel is updated.
e Use the Configurations » Export Configuration file to export this configuration to a file.

E:T-N Intelligent Power Manager
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A e o . S . - - 2 -
S Ll [T - JRL LT L R T vy va—— B [ra—
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[——
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Tna reraheeriaon PRFXETEG
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6.1.2 Single Card settings
Intelligent Power® Manager can configure a single card. Proceed as follows:
e Login with an administrator profile.
e Select one card from the list.
e From the Node List button ' » Set Login Parameters, enter the card Login and Password.
The access status changes from Access Denied ( & ) to Access OK ( » ).

e After a few seconds, the Node configuration panel is updated.

e Click on the Edit button “ [or load a previously created configuration].
In the Configuration Window check the parameters you want to change and fill in the new values.
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Metwork Settings Configuration b
Hostname: (=}
IP Address: (|
Subret Mask: =
Gateway! =}
Darnain Mare: (&}
DHCF: Enabied 7
Primary DMS server: |
Secondary DMS server: E
SMTP Server {email): my',;mtpserver
SMTP Authentication: he (=}

e Apply the changes.
e The parameters that have different values on the cards and on the configuration to apply have the
following sign “#”.
e Then select the parameters you want to synchronize (with the check box).
e Then click on Synchronize button.
Note:

Some advanced parameters details are not displayed in the IPM Node configuration screen. You need to
change the advanced parameters details directly on one device and then synchronize the configuration from
this device to other devices.

On next screenshot, we provide a typical example with ePDU Power Schedule configuration. The details of
Power Schedulel to Power Schedule 8 are available from the device web interface. Checking all the “Power
Schedule X- advanced parameters” will synchronize all the advanced parameters details of the category.

+ | Power Schedule &

Selectall [7]
Powver schedule 1 - name: Power Schedule 1 []
Power schedule 1 - advanced parameters:
Powver schedule 2 - name: Bauar Schadula 2 [T

Power schedule 2 - advanced paramete fldvanced PEIEEHERS §re maf ey, Sl
interface for more details,
Powver schedule 3 - name: FOWET SCIHEuare 5[]
Power schedule 3 - advanced parameters:
Powver schedule 4 - name: Power Schedule 4
Power schedule 4 - advanced parameters:
Powver schedule 5 - name: Power Schedule 5
Power schedule 5 - advanced parameters:
Powver schedule B - name: Power Schedule &
Power schedule § - advanced parameters:
Powver schedule 7 - name: Power Schedule T
Power schedule T - advanced parameters:
Powver schedule 5 - name: Power Schedule §
Power schedule § - advanced parameters:

FOEOEOEOEOE

6.1.3 Multiple Cards Configurations Synchronization
Intelligent Power® Manager can synchronize multiple cards configurations. Proceed as follows:
e Select several cards from the list.
e From the Node List button /% » Set Login Parameters, enter the card Login and Password.

5}
The access status changes from: Access Denied ( & ) to Access OK ( ).
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e After a few seconds, the Node configuration panel is updated.

e From the combo box select the configuration that will be the model [or Click on the Edit button “'"].
e The parameters that have different values on the cards have following sign “#”.
e Select the parameters you want to synchronize (with the check box).

e Click on Synchronize button.
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6.2 Nodes Upgrade

6.2.1 Upload Device Firmware

From the Management menu Item, select the Nodes Upgrade item.

Intelligent Power NManager

Viens # 9 Nadeimt 9 Sefuction view n e
23 Vews Type S New Upgracie swbis Choax Access Lrk Persece bt
y:i“‘”‘:' >} [¢] et aark SrasdTan Wodde 1 10 K ® r
Fower Soute
y-:;::ﬂ-.::" @ o A Plet ok SHS3Tw0 Woede )3 20 ® [T Dorf  trgeet frrmara fie..
» ‘;";‘:m 7 [~ ] (%] & Hetwk Shatrn W 10 @ s © tae_futin 2 Epertfrrears ...
x\..:':"“ Cabndy 3 o @ Hetwork Nanspasart vl JF 4 ® Parwrss evevere Fa...
- ":;":::::h” & [} @ Hetoork Nanwgwaert Cud M D1 3 ® Wkoad Frvevere ta ocks
(gdnotas lngrass " J [ ] & et aark SHesdaam Viocde ) 130 ®
3\ 5ange ™ ] Q & Pletark Shesdram Viocuie 1330 ®
)Eh,::::w,‘w " J 1] & Hetanrk Shesdam Vockie J1.10 ®
& Fracown 3 L] @ et work Natsgarsent Carrd 00 KR wn B
‘?Il:::"' W [} @ Petowcrk Manngerert Card )00 S wm B
3 User Lit 2] (%] @ Hetwork Mnsgesert Cud 11 D61 ®
& (] @ etk Mgt CadJGAE1 D waw (B

Perform this procedure to upload a Device firmware:
e Select the cards in the List.
e From the Node List button &/ » Set Login Parameters, enter the card Login and Password.
The access status changes from: Access Denied ( & ) to Access OK ( ' ).

e From the Firmware » Import Firmware File... list box; the uploading window appears.
> Click Browse ... to select the firmware from a disk accessible from the computer.
> Click Import.

e Click on Firmware » Upload Firmware to nodes.

e The cards will be updated with the firmware selected.
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6.2.2 Upgrade applications

From the Management menu Item, select the Nodes Upgrade item:

E:T°N
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4 _jVew:
0 Fnode Lt
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Perform this procedure to update the applications:
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e from the Node List button # » Set Login Parameters, enter the access Login and Password

The access status changes from: Access Denied & to Access OK o

e From the Applications update panel, click on Update

e The status of the Applications with respect to the version is updated.
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7 Virtualization Module

7.1 Introduction

The IPM Virtualization Module for VMware, Microsoft and Citrix requires a network shutdown environment.
The UPS has to be connected through a network interface (e.g. NMC) Each peer-to-peer interface (i.e.
USB/RS232) between IPP and the UPS doesn’t allow using this virtualization module.

This module will allow functionality related to virtualization product.

7.2 Enabling the Virtualization Module

To enable the virtualization module you must go to the “System” » “Module Settings” panel and enable it as
shown in the following screenshot:

Edit modules settings X
Management
[ Shutdawn
[ Virtualization (Metwork Solution Only) j
[ Redundancy
[ Save ] [ Cancel ]
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7.3 VMware

7.3.1 Standalone Hypervisor & Local Solution

This solution will require IPP and VMware vSphere Management Assistant (vVMA) Please refer to IPP User’'s
gquide

7.3.1.1 Architecture

v v vm

VMware ESX

IPP

7.3.2 Multiple Hypervisor & Remote Solution

For multiple VMWare hosts, it is possible to manage shutdown through IPM by using or not vCenter Plug-in.

It provides following features:

=> Remote graceful Shutdown of multiple ESX/ESXi servers and hosted VMs.
=> ESX/ESXi Remote maintenance (vMotion)

=> an IPM Plug-in is created in vCenter

=> UPS events are accessible through vCenter

This solution is ideal for biggest infrastructures working through vCenter server
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7.3.2.1 Architecture 1

VMware vCenter Server Intelligent Power Manager

o

VMware vSphere

VMware vSphere VMware vSphere

7.3.2.2 Architecture 2

VMware vSphere

VMware vSphere VMware vSphere

Intelligent Power Manager
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7.3.2.3 Prerequisites
The virtualization module requires the following prerequisites:

e VMware vCenter and vSphere Client installed.
Note that vCenter and IPM could be installed on the same network.

e To provide the VM graceful shutdown, you have to install VMware tools on each VM
e Since IPM 1.25, the vSphere SDK for Perl is no more required.

Note: You must also have a knowledge / experience with VMware Infrastructure.

7.3.2.4 Adding Manager or Hypervisor List
Steps:

e Enable the virtualization module

e See the new Virtualization menu in the “Settings” menu.

e Click on this new Virtualization menu

e Click on the option Add Manager or Hypervisor List on the right panel.

E-T°N intelligent Power® Manager

Views “«: 9
4 JVews

2 Frode Lint

3 o Power Source
(3 Power Components

o §tiode Mo
4 _JEvents

% " Everts Lit

® Lverts Calercdw

3 ' Mereement

(J3teses Semngs

O VMwame ESXESXIY
Hostrame o B adxess ESX1
1) Mscronott SCVMM
Hostrara or P address

L/ VMwa o vContes
Mostrame of P address

Qiredes Upgrace Uternarte adrnin
4 _JSemrgs
&m(r.m-v Y
) acsons &7 Chirix XenConter
| .P?'l‘!;”."\ Xeoerter Pugn Disablod

T Viesakzation [ #/ Clirix XenServer

aSrwen " Mostrame or P sddess
Jon

3 User List

e To Edit or Remove, Managers or Hypervisors, you have to select a line in the center panel first.

e In the next paragraphs, we explain how to add different kinds of Managers and Hypervisors.

7.3.2.4.1 Adding a vCenter Server Manager

To add a new VMware vCenter, complete the following fields.
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Add Manager or Hypervisor(s) List *
Product: VMware vCenter bt
Hostname or IP
address:

Username: root
Password: sene
vCenter Plugin: ]

[ Save H Cancel ]

10
e Product: The type (VMware vCenter)
e Hostname or IP address: The VMware vCenter Hostname or IP address.
e Username:The VMware vCenter Administrator Username
e Password: The VMware vCenter Administrator Password.

e vCenter Plugin: Install and configure the Intelligent Power manager Plug-in into vCenter.
Please consult the Appendix1 in this user manual when using this feature.

7.3.2.4.2 Adding a VMware ESX/ESXi Hypervisor List
To add a new VMware ESX/ESXi List, complete the fields below:

Add Manager or Hypervisor(s) List #

Product: WMware ESX/ESXi G

Hostname or IP
address:

P

Save ” Cancel ]

e ProductThe type (VMware ESX/ESXi)

e Hostname or IP address The List of VMware ESX/ESXi Hostname or IP address.

7.3.3 VMware Site Recovery Manager

Eaton developed a package to allow the connection between the Power and VMware SRM.

http:\\pgsoftware.eaton.com\linstall\\win32\ipm\\UserGuide VMW areSiteRecoveryManager|PM.pdf

7.3.3.1 Why should | use it??

It will allow you to

1. Starts recovery process on several different events: IPM will initiate the execution of recovery
plan upon several different events.
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2. Less down time for end users: Virtual machines will be down only for the amount of time required
to transfer of latest snapshot and will restart once transfer is complete. The unprotected VMs will
continue to run on the primary site.

3. Customization for end users: User can customize the script included in the package as per his /
her needs. E.g. user may want to configure SRM with IPM for low battery and protection loss
features, then user is able to make such customizations. It will allow user to make the best alignment
of his/her needs with this integration.

4. Unattended execution of recovery plan before server crash: SRM with IPM provides recovery
even before the entire site crashes. With the use of SRM feature, user will have the backup ready
even before the crash, which keeps user secured all the time.

7.3.4 VMware LoadShedding Package
Eaton developed a package to have a way to do a LoadShedding in your VMware Data Center.
LoadShedding UserGuide

These modules have a simple GUI to set priority to the virtual machines and provide flexibility to the user to
configure the time to shutdown /suspend the virtual machines of every priority.

7.3.4.1 Why should | use it?

During utility failure, it can reduce the effective runtime of highly critical machines as battery capacity is
limited. The Load Shedding package is a process of closing or shutting down less critical load so that
remaining capacity can be used for highly critical loads.
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7.4 Microsoft Solution

7.4.1 Standalone Hypervisor & Local Solution

This solution will require IPP Windows. Please refer to IPP User’s guide

7.4.1.1 Architecture

] VM | VM | VM H VM

7.4.2 Multiple Hypervisor & Remote Solution

For multiple Hypervisor hosts, it is possible to manage shutdown through IPM by using System Center
Virtual Machine Manager (SCVMM).

It provides following feature:

=> Hyper-V/Hyper-V server Remote maintenance to trigger VM Live Migration.
This solution is ideal for biggest infrastructures working through SCVMM server
This solution is described in this IPM user manual.
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7.4.2.1 Architecture

Intelligent Power Manager

VM vm VM | VM vm VM VM VM | VM VM VM VM

] o — S S
—_

7.4.2.2 Prerequisites

The virtualization module needs following prerequisites:

e The Powershell Snapin for SCVMM. To get it, either
=> install the VMM console on the machine hosting IPM
=> or install IPM on the machine hosting SCVMM.

e The server hosting IPM must be on the same Windows Domain than SCVMM Server

e The server hosting IPM must enable the execution of third party scripts on the local machine
(minimum access “Remote Signed”) (examples: Set-ExecutionPolicy RemoteSigned).

The next screenshot displays the parameters after the configuration example.

& Administrator: Windows PowerShell - Virtual Machine Manager _|D|ﬂ

PS C:sUWindowsssystem32} set—ExecutionPolicy RemoteSigned

Execution Policy Change

The execution policy helps protect vou from scripts that you do not trust.
Changing the execution policy might expose you to the security risks described
in ihe ghuut_Executiun_Pulicies help topic. Do you want to change the execution
policy?

[¥]1 ¥Yezs [M]1 Mo [5] Suspend [?] Help {default is "¥">:

PS5 C=sMindowsssystem32> get—ExecutionPolicy -L

ExecutionPolicy

MachinePolicy Undef ined
UzerPolicy Undef ined

Process Undef ined
Currentlser Undef ined

LocalMachine RemoteSigned

PS C:sUWindowsssystem32>

e Click on Save when the fields are updated.

Note: When configuring the Login and Password, we recommend using the IPM Web interface through
https. Using http is also possible but the Password is sent to the local or remote server clearly. In both
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cases, the password is stored encrypted in IPM and is never sent again to the Client.

7.4.3 Adding a SCVMM Manager
To add a new Microsoft SCVMM, complete the fields below:

Add Manager or Hypervisor List ¥

Product: Microsoft SCWYMM v

Haostrhame or IF
address:

[ Save ][ Cancel ]

e ProductThe type (Microsoft SCVMM)

e Hostname or IP address The Microsoft SCVMM Hostname or IP address.

Click on Save after the fields are updated.
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7.5 Citrix

7.5.1 Standalone Hypervisor & Local Solution

This solution will require IPP Linux. Please refer to IPP User’s guide

7.5.1.1 Architecture

’vmr VM"VM} VM

Citrix XenServer
IPP

7.5.2 Multiple Hypervisor & Remote Solution
For multiple Hypervisor hosts, it is possible to manage shutdown through.

It provides following feature:

=> Xen server Remote maintenance to trigger VM Xen Motion.

=> Xen server Remote shutdown

This solution is ideal for biggest infrastructures working through Xen Center

Since IPM1.25 this solution is now integrated in IPM and described in the appendix chapter of this manual.

Eaton Intelligent Power® Manager — User’s Guide / AL - v1.30 Page 68/125



www.eaton.com

7.5.2.1 Architecture 1

Citrix XenServer

Citrix XenServer

Citrix XenServer
IPP

IPP IPP

Intelligent Power Manager

7.5.2.2 Architecture 2

Citrix XenServer

Citrix XenServer Citrix XenServer

Intelligent Power Manager
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7.5.3 Prerequisites
The virtualization module needs following prerequisites:
e XenCenter installed to manage the XenServers

e To provide the VM graceful shutdown, you have to install Xen tools on each VM

7.5.4 Adding a Citrix XenServer Hypervisor List

To add a new Citrix XenServer List, complete the fields below:

Add Manager or Hypervisor List ¥
Product: Citrix XenServer 5
Hostname or [P 10.0.12.14,10.0.12.15
address:

[ Save ] [ Cancel ]

e ProductThe type (Citrix XenServer)

e Hostname or IP address The List of Citrix XenServer Hostname or IP address.

7.5.5 Adding a XenCenter

As Citrix XenCenter is a Client and not a Manager, we add the possibility to install a plug-in on the system

where XenCenter is installed.

This plug-in enables the user to use IPM into XenCenter.
Add Manager or Hypervisor List ¥

Product: Citrix XenCenter b

X¥enCenter Plugin:

[ Save ” Cancel ]

(Refer to the following appendix: “Configuring the XenCenter Plug-in)
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7.6 Redhat Solution

7.6.1 Architecture

VM | VM VM VM

7.6.2 Standalone Hypervisor & Local Solution

Eaton provides following solution for Redhat that is illustrated on the above architecture diagram:
e |t provides graceful shutdown for KVM. IPP is installed on each KVM system.

See the IPP user guide

(Refer to the IPP Appendix document: Installing and configuring Intelligent Power® Protector
On KVM Virtualized Architecture).
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7.7 Xen Open Source Solution

7.7.1 Architecture

v

IPP

7.7.2 Standalone Hypervisor & Local Solution

Eaton provides following solution for Open source Xen that is illustrated on the above architecture diagram:

e |t provides graceful shutdown for Xen. IPP is installed on each Xen system.
(Refer to the IPP Appendix document: Installing and configuring Intelligent Power® Protector
On Xen Virtualized Architecture).
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7.8 Configuring Hypervisors

7.8.1 Introduction
If you previously “Added a Manager” in IPM:
e vCenter or SCVMM: when you have added a manager in IPM, it connects to the manager
e |PM automatically retrieves the VMHost information and creates new nodes in IPM for each VMhost

e |PM automatically creates two different types of nodes that will be described after (you can see the
new node in the Node List)

e You can now proceed to the Maintenance and Shutdown configuration step
If you previously “Added a Hypervisor List” in IPM:

e Once you have “Added a new list of Hypervisor”, IPM creates new nodes and waits for the
credential.

e We explain on the next chapter how to configure the credentials for hypervisors (ESX/ESXi,
XenServer)

e |PM creates two different types of nodes that will be described after (you can see the new node in
the Node List)

=)

g @ ’IP or Address Whiveare ES®i 4.1 .0 buil... Yhiware

®

7.8.2 Credential configuration for the Hypervisors (ESX/ESXi, XenServer)

e You have to configure the node credential in the Node Configuration Panel.

“ | System Settings &

Select all

[System access) Login: root

[System access) Password;
UPS Contact:
UPS Location:

e Once you have entered the correct information, IPM will retrieve Hypervisors information.

e You can now proceed to the Maintenance and Shutdown configuration step

7.9 Configuring Maintenance and Shutdown

7.9.1 Introduction

e Once you have entered the correct credential information for your Managers and Hypervisors, you
have to configure the Maintenance and Shutdown sequences according to the availability needs of
your IT infrastructure when power fails. There are two types of VMHost nodes as explained in
following sections.
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7.9.2 The VMhost has No IPP

There is no IPP installed on the server that is hosting the Hypervisor (VMHost). In such case the Shutdown
is remotely done by IPM. Only with VMware hypervisors and Citrix XenServer, this shutdown
configuration is used.

In this case, the node has both the functionalities of remote maintenance mode and remote shutdown .
You can configure the node and add a Power Source in the Node Configuration Panel shown below.

= |shutdown Settings #

Selectal [7]
Remote Maintenance: Maintenance Disabled [7]
hairtenance Timer: -1 second(s) [
Remcte Shutdown: Shutdown Disabled [
Remote Shutdowen of the Yirtual Machines: Disabled []
Powver source: [
Load segment: Master output |:|
haster - Shutdawen duration: 120 second(s) []
Master - Shutdown after value: -1 secondis) []

After Configuration (Please, refer to Nodes Settings paragraph to use the configuration interface.)

4 | Shutdown Settings &

Selectal [7]
Remote Mairtenance: Maintenance Enabled [
Maintenance Timer: 10 secondis) []
Femote Shutcown: Shutdown Enabled [
Femote Shutdown of the Yirtual Machines: Enabled [7]
Pirer soUrce: 166.99.250.26 [
Load segment; Master output D
Master - Shutdown duration: 120 secondis) [
Master - Shutdown after value: 60 secondis) []

Parameters Values Description

When enabled, it allows the server
management tool to move the virtual
Enabled, Disabled machines from this server to another server
in case of "UPS on battery state” and
"Maintenance Timer elapsed"

Remote
Maintenance

Time elapsed “on battery state” before the

Maintenance User to Type a value IPM triggers the state of the Hypervisor to

tmer change to maintenance mode
Remote When enabled, it allows IPM to gracefully
Shutdown Enabled, Disabled shutdown this server in case of “UPS on

battery state” and Shutdown criteria reached
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Remote
Shutdown of the
Virtual Machines

Enabled, Disabled

Enables the IPM to shutdown the Virtual
Machines before host gets shutdown and
restart the VMs when the host restarts

PowerSource

IP address of UPS

The UPS powering this server. This node
should exist in IPM

Load segment

Master,
Load Segmentl,
Load Segment2

UPS load segment powering the server

Master — This is a Server Shutdown criteria is the
Shutdown User to Type a value time needed for the server to shutdown
duration gracefully

This is a Server Shutdown criteria is the
Master — time elapsed “on battery state” before

Shutdown after
value

User to Type a value

graceful Shutdown. This timer must be
greater than the maintenance timer. “-1”
value means that timer is disabled

Note:

e The Remote Shutdown functionality is reserved for VMware ESX/ESXi and Citrix XenServer nodes.
(Microsoft Hyper—V benefits from local IPP shutdown).

e The Remote Shutdown of the Virtual Machines is supported on VMware ESX/ESXi

e The Maintenance Timer must be less than the Shutdown after value.

7.9.3 IPM detects IPP running on the VMHost

There is an IPP installed on the server that is hosting the Hypervisor (VMHost). In such case the Shutdown

is done by this IPP.

In this case, the node contains both parameter types:

e The remote maintenance mode feature parameters.

e The IPP shutdown parameters (as an IPP will perform locally the shutdown).
Note: all the parameters are retrieved from the IPP, and you will configure the IPP from IPM in this
Node Configuration Panel.

Please, refer to Nodes Settings paragraph to use the configuration interface.
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= | Shutdown Settings &

Toogle al [7]
Remaote Maintenance: Maintenance Disabled [
haintenance Timer: -1 secondis) []
Powver source: 166.99.250.26 [
Load segment: Master outpunt |:|
[MMC access) Login: unknown |:|
[MMC access) Password, unknown |:|
Master - Shutdown duration: 120 second(s) []
Master - Shutdown after value: -1 secondis) []
Powver zource shutoff: Enabled [7]

e Remote Maintenance Enabled or Disabled (When enabled, it allows the server management tool
to move the virtual machines from this server to another server in case of “UPS on battery state” and
Maintenance Timer elapsed).

e Maintenance timer Time elapsed “on battery state” before the IPM script changes the state of the
Hypervisor to maintenance mode.
“-1” value means that timer is disabled.
Please refers to Appendix: Configuring Maintenance mode and vMotion with vCenter and Appendix:
Configuring Maintenance mode and LiveMigration with SCVMM

e PowerSource The UPS powering this server.
e |oad segmentUPS load segment powering the server.

e (NMC access) Login/Password: The Network Management Card Login/Password that allows IPP
software to control NMC shutdown sequence.

e Master — Shutdown duration Server Shutdown criteria (time needed for server graceful shutdown).

e Master — Shutdown after value  Server Shutdown criteria (time elapsed “on battery state” before
graceful Shutdown) (This timer must be greater than the maintenance timer).
“-1” value means that timer is disabled.

e Power source shutoff Disabled (Enabled is used only for server connected with UPS though
RS232 or USB. Virtualization behavior requires Ethernet connectivity (NMC card).

Note: If you install an IPP on the VMHost after the IPM node has been created:
e Delete the node in IPM,
e Rediscover the node with the “Address Scan” in the Auto Discovery panel,

e |PM will create the right node type and retrieve both the VMHost information and the IPP information.
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8 Redundancy

8.1 Introduction

Intelligent Power® Manager can supervise composite devices. Composite devices are virtual nodes
composed of UPSs mounted with specific redundancy topologies (Redundant Supplies, Hot Standby or
Static Transfer Switch for two components and Parallel for two or more components) and a dedicated
redundancy level.

This Redundancy feature has to be Enabled from the Settings » System P Modules Settings
Intelligent Power Manager will then:
e Supervise composite devices

e Shutdown IPM server when Composite device is set as power source (shutdown feature is
activated).

Edit modules settings *

| Managerment

Shutdown

Wirtualization (Metwaork Solution Orily)
| Redundancy

[ Save ] [ Cancel ]

Here are illustrated the electrical redundancy topologies:

e Redundant Supplies (dual feed or triple feed or ...)

In this case the two UPSs provide power on one or several
multiple feed servers.

UPS 1 Server 1

UPS 2 Server 2

e Hot Standby

For "Hot Standby" mode, when the upstream UPS powers the
UPS 2 load, the downstream UPS is on bypass.

UPS 1
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e Static Transfer Switch for two components

UPS1

UPS 2

UPS 1

UPS 2

For "STS" mode there are several cases with single STS or
multiple STSs.

STS

STS1

STS 2

e Parallel for two or more components

UPS1

UPS 2

UPS 3

UPS 4

All the UPSs power the load at the same time.

8.2 Redundancy configuration

e Login with an administrator user profile

e Select two or more nodes and click on the “Set composite device” menu item:

Viewes 0 Nodelist

j Vws
4 | gPower Source

“:vnﬂ Componects

S atverts Uit
# Everts Calnncir
4 Semrgs
B Auto Descovery
J Actiors
& Sutdown

@B oreten

.

~

OO0 E 0§

1

p L3
Mac AdFess w31 Location Coctmct Brwge
____ £ 2 St wes Mara »
W22 1SIT T2 Netwirk Maragemen . Computer Room Computer Noom Man
2085 FD 7608 Netwirk Marmgemen  Computer Room et er ROom Man 4 S
tet work Marageren morter Ao coprter Moo M J 508 rose roormator
V21T 0L TR Nt aceh Mara g ter Koo Computer Moom Man S¥arcrve nod
CectUPS Wek /SN
ANectiBS WeeSN. . ELAB G130 DUBAIC  Jerome Vieyrier
00 2005 P50 11 Natwork Mavagteen  Comprter Foom Comprter Noom M
005230 ETF Network Maragemen . Eric Office G )
v
St oo

Eaton Intelligent Power® Manager — User’s Guide / AL - v1.30 Page 78/125




www.eaton.com

e In the dialog box, enter redundancy mode and level, eventually specify a device name

Device name: User name of the composite device

Redundancy mode: Refer to the Introduction chapter to select the correct electrical topology (Parallel /
Redundant Supplies / Hot Standby / Static Transfer Switch)

Redundancy Level: It is the minimal number of redundant UPSs powering your system:

The default value is 0.

If you set this parameter to a higher level you will receive the Redundancy Lost alarm when you don’t have
enough redundant UPSs.

Set composite devare
My _tecurdant_Syste

Rodurcart Supphes ~

Seve || Conxel

e Then the new node is created.

e You can see it in the “Auto discovery” node list:

You can set it as power source.

You can edit composite device properties by selecting it in the discovery view then click again on the “Set
composite device” menu item.

If you select components of a composite device and click on the “Set composite device” menu item again,
properties of existing composite device are shown; no new composite device is created so no composite
device duplication is possible.

The created “Virtual Power Source” is counted as a node for the licensing node limitation.
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8.3 Redundancy views

8.3.1 Redundancy view in Node List

* Logout "admin’

i . ® *Help & ]
E-T-N Intelligent Power® Manager i
Views « | @  Node List @/ Selection view ed k-
=] B;\-’EWS Type « | Status | Name Description Information = ||l
“:- MNode List H LINUKIL o, 36-0-Gener_..
b £ @ [l
=y Power Source 2 (¥ Windows NT/5.01.03 © ny ves
{a Power Components Virtual Power
Wil P
&8 Node Map = } (%] Windowes NT/E.01.00 Description Lower
=9 Events = } @ Windows NT/5.01.03 Redundancy Paralel
- . arallel
s - Events List 2 (¥ Viindowrs NT/5.01.03 mods
@ Events Calendar ; IREU'I-'“UE”CY 1
959 Management = } @ Linuxi2.6.32.29-0.3-... Evel
(Bl nodes Settings (= | (] Linux/2.6.18-128.ESX e— -
@) noges upgrade @ ® DBQ10634/5 sPDU_T. . Events ==
=7 Settings
£ Auto Discovery ) @ Eaton ePDU MA 1P IN... Status | Date —
J Actions | ® Eaton ePDU AM 1P IN_.. @  08M1411-10:28:0...  Sensor contact ... =
£Shutdﬂwn ] (%) Eaton ePOUMA 1PN | @  08M14M1-10:28:0_.  Sensor contact ...
#2 System =
] Lo ) (1] Eaton ePDU MA 1P IN... @  06M1411-10:280... Communication r...
G User List @ ® Evolution 650
@ ® Evolution 850
@ (%) Evolution 850
@ (%) Evolution 850
Power Components =
@ (%) MX Frame 16U
Type Statuz | MName Load... Battery... .
; 0 5130 RT 1250
= @ o (T [ -
@ (%] Evolution 850
@ o [ O -
@ (] Evolution 650
@ (v} My VPS Virtual Power Source
4 4 |Page|l |of1| b bl | & |25 |vDEpmgiparipsgsof 21 v]
Qo 10 @® warning: 5 © critical: 2 €D Urknown: 1 Lastevent: @@ 06/14/11- 1:34:09 pm - - Communication

When a composite device is selected in the node list, the user can view it in the selection view, with following
information:

e Dedicated states in “Information” and “Status” panels.
e The “Events” panel shows events from the composite devices and all its child components.
e A dedicated “Power components” panel displays component states including load level and battery
run time.
8.3.2 Composite device in Power source view

When “Redundancy and shutdown” module are activated, a composite device can be selected as power
source. The user can show it in the “Power Source” view.

In this case, Information”, “Status”, “Events” and “Power components” panels are displayed with specifics
data.
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Yiews «//@ | Power Source
259 views
il (g Power Source Information and Status — Ewents [=]
=45 Events
% Everts List @ Wy_redundant_System Stetus Date Message
== Q 09/09011-9.52:57 am Communication failure with environ ..
& Everts Calencar De=scription Wirtual Povwer Source
=T Seftings Clags Wirtual Powver Source Driver Q 05/09/11-5:52:39 am Communication restored with envir...
Ay tusto Discovery Redundancy mode Redundart Sugplies | g 08/09/11-8:52:39 am Sensar contact Input #1° off
] Actions Redundancy l&vel 1
P o 08/09M11-9:52:39 am Sensor contact 'Input #2° off
lfl'p own Protected source count 2
i
"'?SVS[E’" Redundant source count 1
- I Log Battery state 0 Chargin
S User List ¥ dnd
Prevver Source @ onutity
Lo level I =%
Waster output @ on | | statisties - 7 days =]
Load segment #1 E on
Load segment #2 on
Power Components -
Type Stat.. Name Load level Battery capscity Battery run ...
@ o 0% [OOOI 1oo% 1hismns.
@ e M 6% M 100% 40min2ss

8.3.3 Power components sub view

When “Redundancy and shutdown” module are activated, a new view called “Power components”is
available as a sub view of “Power source”. This view shows a list of nodes with their properties but just with
components of the selected power source if it is a composite device.

Views

Node List &

Selection view »ii
g views Type  Stat.. Mame Descrition Location Contact Link Infarmation =
=g Power Sawrce T o= Evoliion 51 Computsr Room  Computer Room. (5)
8 Pawer Companents - [¥]
= 3 == Ewolition 650 Eric Office Eric
3 Everts U e ® Deseription Evolution 850
& gEvents List Nominal apparert power 50 VA
&/Events Calenchr P address 166.99.224 100
=59 Settings Mac Address 002085 FB:S6:1E
85 Auto Discovery Serial number AVIHITOPD
[ Actions Class Metwork Management Care / HB
St Locatian Camputer Room
@ system Contact Camputer Room Manager
- Lik
[ Lon
S User List Status -
Bettery state @ charging
Povwer SoUrce @ on ity
Load level [ o%
Battery capacity R 100 %
Battery run fime 1h15min 50 s
Master output: Mester @ on
Load segment #1: Groupl @ on
Load segment #2: Group2 @ on
Measures -
Input
Input frequency 49Hz
Input valtage 232y
Output
Battery output vokage F
Output freguency 43Hz
Output vatage 233
Output current 0a
Global apparent power 21va,
= Global active power 0w
Page|l [of 1 A |25 | v Items per page Displaying 1 - 2 of 2

Power components sub view
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8.4 Redundancy use case (if shutdown is activated)

We describe several typical use cases that will help you to configure properly the redundant shutdown
sequence according to your needs.

Use Case #1: The user wants to have the longest backup time with the redundant configuration

e The user has to use the default IPM Configuration.
The next screenshot illustrates this IPM default configuration available from Settings » Shutdown »
Edit Shutdown Configuration.

Edit shutdown configuration e
Shutdown
Shutdown timer (second(s)): More
Shiutdown duration (second(s)); 120
Shutdown type: Hibernate >
Shitdowen script:
Save ] [ Cancel

Shutdown configuration editor

e The user has to use the default IPM Configuration.
e.g. with Network-MS (ex 66102 / 103006826) and Modbus-MS (ex 66103), NMC default shutdown
configuration is available from UPS » Shutdown Configuration as illustrated on next screenshot:

Network Management Card

ups Shutdown Parameters Help
UP= Properties Pulsar M 2200 Computer Room
UPS Contral
Wizekly Schedule
Shutdown Parameters
Output On battery System Shutdown Restart
Logs and Hotification Shutdown
Measurements if Remaining l—
Evert Log @ time uncler: 10 =8 Shutcoven dursation 20 =BC It Capacity lﬁ— %
aystem Los Master if Capacity under:  [20 % exceeds:
Email hotification lafter 20 min
Settings @ Switch Off Switch On
Network e after: 900 seC Shutdown duretion: 120 seC after: 30 sec
System it Capacity under:  [75 %
Motified Applications
secess Contral @ Switch Off Switch On
Time 5 - after: 1800 seC Shutdown duretion: 120 seC after: 18 sec
roLp:
Firtrevare Upload if Capacity under: |68 S
¥ Show advanced parameters
Save modified settings Save
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e e.g. with ConnectUPS-X Slot or ConnectUPS-BD, NMC default shutdown configuration is available
from Configuration» UPS Shutdown and Restart Settings as illustrated on next screenshot:

ConnectUPS™ 101772011 16:20:01

WebISNMP UPS Location:

UPS History Registered Clients Language
and Restart Settings Weh/SHMP Card i i Email ificatis Date and Time

UPS Shutdown and Restart Settings:

L oad [P S— Load Segment sl:u';::;“ Dnﬁfulluwing 0S |Delay Before Segment Turns ghﬁuf;:ll:::::"g the start of the Client's 0S5
Segment Name (Yes/No) (30 - 3600 Seconds)
1 Yes 30
2 30

Segment 1
Segment 2 Yes

Load Segment to Restart following the return of | Delay Before Segment
AC Line Restart
(Ves/No) (30 - 3600 Seconds)
Yes 30
30

Yes

Become Superuser

Use Case #2: The user wants to have a shutdown after a predefined time of 10 mins. The shutdown has to
occur even if only one UPS is on battery.
=> In this case, each server can have its own shutdown timer (10 mins, 8 mins, 6 mins...)

e The user has to configure a shutdown timer of 10 minutes in IPM.

The next screenshot illustrates this IPM default configuration available from Settings » Shutdown »
Edit Shutdown Configuration.

Edit shutdown configuration ¥
Shutdown
Shutdown timer (second(z)): 600
Shutdown duration (second(z)): 120
Shutdown type: Hibernate »

Shutdown script:

Save ] [ Cancel
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Use Case #3: The user wants to have a shutdown starting 10 mins from the last detected Utility failure
event. (We have 2 UPSs, one of them is redundant)
=> In this case, all servers shutdown at the same time.

e This is the default IPM configuration

e The user has to configure a shutdown timer of 10 mins in all the NMCs
In this case, the last UPS will send the shutdown order after 10 min. if it runs on battery. If the last
UPS never run on battery, the first UPS will simply shutdown at the end of autonomy and the last
UPS will take the load.(if it has the capacity, otherwise the shutdown will occur sooner)
NMC Shutdown configuration is available from UPSP Shutdown Configuration as illustrated on
next screenshot:

E ;T. N Network Management Card

Powering Business Worldwide

UPS. Shutdown Parameters
LR Praperties Evolution 850
UPE Cantral
Wieekly Schedule
Shutdowen Parameters
Output On battery System Shutdown
Logs and Hotification Shutdown
Measurements it Remaining
180 380 2
Event Log @ time under: Shutdown duration : 120 SO I capadc,[y A
Master exceeds:
System Log it Capacity under:. |20 Y
Email Matification [ [“] atter. 10 min ]
Settings @ Switch Off Switch On
after: 65535 seC Shutcown duration: 120 eC after: 30
Metwork
Groupl
System if Capacity under: |0 %
Matified Applications
Aocess Contral @ Switch Off Switch On
SHMP after: BS535 sec Shutdown duration: 120 ec after: 30
Group2
Time if Capacity under: |0 W%
Firmwvare Upload
Showe advanced parameters
Save modified seftings

WebISNMP UPS Location:

? ConnectUPS™ 1011772011 16:23:05

Summary UPS History Registered Clients Language
UPS Event Actions UPS Shutdown and Restart Settings UPS Shutdown Schedule Web/SHMP Card Configuration SHMP Trap Receivers Email Hotification Date and Time

AC Fail Event Actions:

Delay Before First AC Fail Warning Message (0-999 Seconds. 0 =No Messaqe) 10
‘Warning Interval (0-9999 Secords. 0 =No Message Repeat)

Load Segment |Load Segment Name Notify Client OS to Shmdulnm on an AC Failure |Number of Seconds the AC Failure r;us;;n;:lﬂb;z;eﬂﬂ)em is notified to start OS Shutdown

Segment 1
Segment 2 Yes 600

Become Superuser
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Use Case #4: The user wants to have a shutdown when the remaining time of the last UPS is 10 minutes
=> In this case, each server can have its own shutdown duration (10 mins, 8 mins, 3 mins...)

e The user has to configure a shutdown duration of 10 mins in IPM
The next screenshot illustrates this IPM default configuration available from Settings P Shutdown »
Edit Shutdown Configuration.

Edit shutdown configuration e
Shutdown
Shiutdowen timer (second(s)): MNone
[Shutduwn duration {secondis)): GO0 j
Shutdown type; Hibernate ki

Shitdown script:

Save ] ’ Cancel

Shutdown configuration editor

e The user has to use the default Network Card Configuration (see UseCase #1 for more details.)
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8.5 Redundancy advanced behavior example

For the following tables we take a parallel UPS configuration with 4 UPSs (Each UPS is 20 kW)

For this parallel topology, the Load can vary between 0 and 80 KW.

UPS 1

UPS 2

UPS 3

UPS 4

Redundancy alarm Management with 4 modules

According to the user defined “Redundancy Level” and the “Load”, we detail following information:

e R is the number of redundant UPSs

e Status of Redundancy lost alarm

Load / Load < 20 KW 20 KW < Load < 40 40 KW < Load < 60 60 KW < Load < 80
Redundancy KW KW KW
Level
0 R=3 R=2 R=1 R=0
1 R=3 R=2 R=1 R=0 » Redundancy
Lost active
2 R=3 R=2 R=1 » Redundancy R=0 » Redundancy
Lost active Lost active
3 R=3 R=2 » Redundancy R=1 » Redundancy R=0 » Redundancy
Lost active Lost active Lost active
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Protection alarm Management with 4 modules

According to the “Load” and the “Number of failed UPSs”, we detail following information:

e P is the number of UPSs protecting the load

e R is the number of redundant UPSs

e Status of Protection lost alarm

Load / Load < 20 KW 20 KW < Load < 40 40 KW < Load < 60 60 KW < Load < 80
Failures KW KW KW
No failure. P=4; R=3 P=4; R=2 P=4; R=1 P=4; R=0
1 failure. P=3; R=2 P=3; R=1 P=3; R=0 P=3; R=0 » Protection
Lost active
2 failures. P=2; R=1 P=2; R=0 P=2; R=0» P=2; R=0 » Protection
Protection Lost active | Lost active
3 failures. P=1; R=0 P=1; R=0 » Protection | P=1; R=0» P=1; R=0 » Protection
Lost active Protection Lost active | Lost active
4 failures. P=0; R=0 » P=0; R=0 » Protection | P=0; R=0 » P=0; R=0 » Protection
Protection Lost active | Lost active Protection Lost active | Lost active

8.6 Redundancy compatibility list

Eaton has tested in redundant mode following UPSs and topologies

Other topologies or UPSs may work but have not been tested

UPS

9120, 9130, 9135

Eaton 5P / 5PX / Evolution /

Evolution S

Pulsar EX 700/ 3000

Eaton 9SX / 9PX

Pulsar MX 1+1

Pulsar MX Frame 16 U

EXRT

Parallel

NA

NA

NA

NA

v'NET

NA

NA

Multiple Feed

vNET v USB

vNET v USB

v'NET vUSB

vNET v USB

NA

v'NET vUSB

vNET

UPS Compatibility List for Redundancy on 1-phase UPSs
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NA

NA

NA

NA

NA

NA

vNET (*)

STS

vNET vUSB

v'NET vUSB

v'NET vUSB

v'NET vUSB

NA

v'NET vUSB

v NET
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UPS Parallel Multiple Feed Hot Standby STS
Blade UPS v'NET vNET NA NA
9x55 (9155 and 9355) v'NET vNET NA NA
9390 vNET vNET NA NA
9395 v'NET vNET NA NA
Eaton 9E Essential NA vNET NA NA

UPS Compatibility List for Redundancy on 3-phases UPSs

v'NET: Acquisition through the Network Card

v'USB: Acquisition through USB
NA: Not Applicable

v'NET (*): Behavior has been implemented, but has not been tested

Eaton Intelligent Power® Manager — User’s Guide / AL - v1.30 Page 88/125



www.eaton.com

9 User Drivers

9.1 Introduction

This advanced and very powerful feature allows IPM to supervise any SNMP or NUT (*) available device.
The user is allowed to customize and adapt the IPM acquisition engine to any kind of Data Center device
(HVAC, Rack controller, storage, DC Power System controller, etc.)

This function is only accessible with administrator right access.

9.2 User drivers editor

User drivers editor

[ UPS /NUT Protocol
(8 has Butfaln 1 SHMP
[ Has HP £ Shp

[ Mas Netapp / SNMP
[ Az Netgear / SNMP
¥ POU 4 NUT Protacal

[ Mas Gnap / SNMP
[l UPS RFC1E28 £ ShMP
[ has Synalogy 7 SNP

e driver... ] |

User drivers editor

9.2.1 Description

Srcan active
Driver name:

Type:

Protocal:
Device identification:
alarm paling rate:

Measure poling rate:

Destination object

Description
Cortact

Location

Lirk

Serial number
Active poseer 0
Percent load (%)

UPZ nominal apparent povwer .

UPE nominal active power (W

Litility present
Biattery discharging
UPS master on

[T Chedk with this address/name:

Source object

136121331120
136121140
136121160

136121331150
1361213314414
13612135144151
136121331850
1361213351860
136121331410
1361213351410
136121331410

Conversion rule
STRING
STRING
STRING

STRING http: /7.

STRING
WALLIE
WALLE
WALLE
WALLE

LISTCA, 21, 3
LISTC1:0, 220, 5.

LIST(1A, 220, 35

The “User drivers editor” is accessible from Auto Discovery P User driver editor....

By default, the user driver function is activated.

You can enable or disable this function with the “User drivers” item in the “Modules Settings”.

If you disable this function, nodes already discovered and using a user driver are still managed.
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The User drivers editor is used to integrate new devices in the IPM supervision application by using following
objects:

= predefined common base objects and

= user specific objects.

A list of predefined custom drivers is managed by the application:
e UPS RFC1628/ SNMP: Manages UPS which implement the SNMP mib RFC1628.
NAS Buffalo / SNMP: Manages the SNMP Buffalo Network Attached Storage (NAS).
e NAS HP / SNMP: Manages the SNMP HP Network Attached Storage (NAS).
e NAS NetApp / SNMP: Manages the SNMP NetApp Network Attached Storage (NAS).
e NAS Netgear / SNMP: Manages the SNMP Netgear Network Attached Storage (NAS).
e NAS Qnap / SNMP: Manages the SNMP Qnap Network Attached Storage (NAS).
e NAS Synology / SNMP: Manages the SNMP Synology Network Attached Storage (NAS).
e PDU/ NUT Protocol: Manages the SNMP PDU via NUT (*).
e UPS/NUT Protocol: Manages the SNMP UPS via NUT (*).

(*) NUT: Open source software Network UPS Tools (http://www.networkupstools.org).

9.2.2 New driver

The “New driver...” button provides the ability to create a new empty driver or use a copy of an existing
driver. Predefined drivers provided with the application are read only and cannot be changed. They can only
be deactivated or duplicated for customization purpose.

9.2.3 Delete driver

The “Delete driver” button provides the ability to delete the selected driver.

Note: When a driver is deleted, after applying modifications, it is not possible to recover this driver.
9.2.4 Driver details

Scan active

This option provides the ability to activate or deactivate a driver. When this option is unchecked, the driver is
filtered during discovery action. It allows using a modified copy of a driver instead of the default driver.

Driver name

This name defines the unique friendly name of the driver. This name is displayed in the information “Class“of
the node view.

Type

Defines the driver type. Here is the list of the possible types:
e UPS device
e PDU device
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e Power meter

e Power generator

e DC controller

e Power over ethernet appliance
e Server

e Storage appliance

e Network appliance

e Ambiance meter

e Cooling system

e Other device

Check with this address
This option provides the ability to check the rules result with an address or a device host name.
Notes:

e For SNMP protocol, it is the global scan settings which are using. If you need special access for you
driver, you need to change temporally these settings.

e For NUT protocol, use <IP address or host name>/<Device ID (*)>

(*) <Device ID>: Name of the NUT device (e.g.: Section header hame defined in ups.conf file for
ups).
Refer to next paragraph for “rules definition”

Protocol
e SNMP: Provides support of SNMP v1 and v3 driver.
e NUT: Provides support of Network UPS Tools (NUT) client Interface.

Device identification
This feature defines the device identification used for device recognition during discovery.

For SNMP device, use the SysOID value or the root OID of the device if the SysOID is not managed by the
device.

Alarm polling rate
This feature defines the polling rate for objects of type alarm.

Note: Information type data are acquired only once at driver reset.
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Measure polling rate
This feature defines the polling rate for objects of measure type.
Note: Polling of measure data type can be done simultaneously with alarm data type.

In this case, only one task will be cyclically executed.

Rule list
The central part of the “Users driver editor” displays in a table the list of defined rules for the selected driver.
A rule defines the relation between a “source object name” and a “destination object name”.
e The “source object name” is the data to acquire in the device.
e The “destination object name” is the internal object name managed by the IPM application.
A destination object can be defined by several complementary rules.
For a same destination object, if a rule is not applicable, it takes the next rule defined in the list.
To define rules, you can:
e Addanewrule.
e Edit the selected rule.
e Delete the selected rule(s).
e Bring a rule down.

e Bring a rule up.

You can enable or disable a rule with the check box in the first column.

When a rule is disabled, the data defined in the rule will not be acquired anymore.

The “Check” button in the header table is used to compute and display the result for each rule according
parameters. The result is computed with the address or the name entered in the area “Check with this
address/name”.

Note: The “Check” button is enabled only if an address or a name is defined in the area “Check with this
address/name”.
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9.3 Rule editor

Rule editor X

Destination object name: | Utility present bt

[ Manage user defined objects, ., ]

Sovrce ohject name: 1.361.2.1.33.1.4.1.0

[ Browse source object name. .. ]

Corversion rule: LIST v

Corversion parameter: 11, 21, 31, 50,601, 7:1

corwersion help:

Check result

Source result:

Check result:

Ok ] [ Cancel

Rule editor

9.3.1 Destination object name
This feature defines the name of the destination object.
It can be either:
o a “well known” and predefined object which is a standard object managed by the IPM application or

e a specific user defined object. The user can create a specific user object when the needed object is
not defined in the standard object list.

9.3.1.1 Standard objects

Here is the list of standard objects grouped by categories:

Information
e Name

e Description

e Contact
e Location
e Link
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Status
[ ]
[ ]

Serial number

Communication description
Platform

Mac address

Version

Manufacturer

UPS nominal active power (W)
UPS nominal apparent power (VA)
UPS master switchable

UPS outlet #1 switchable

UPS outlet #2 switchable

Communication lost
Communication error

Overload warning

Percent load (%)

Shutdown imminent

UPS internal failure

UPS overload

UPS master on

Utility present

Redundancy lost

Protection lost

Automatic bypass in tolerance
On automatic bypass

On manual bypass

UPS master shutdown delay (s)
UPS outlet #1 shutdown delay (s)
UPS outlet #2 shutdown delay (s)
UPS master startup delay (s)
UPS outlet #1 startup delay (s)
UPS outlet #2 startup delay (s)
PDU outlet [x] shutdown delay (s)
PDU outlet [x] startup delay (s)
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Input

Battery

UPS input voltage (V)

UPS input current (A)

UPS input frequency (Hz)

UPS automatic bypass voltage (V)
UPS automatic bypass current (A)
UPS automatic bypass frequency (Hz)
PDU input voltage (V)

Active power (W)

Apparent power (VA)

UPS outlet #1 on

UPS outlet #2 on

UPS outlet #1 active power (W)
UPS outlet #2 active power (W)
UPS power factor

UPS output voltage (V)

UPS output current (A)

UPS output frequency (Hz)
PDU number outlet

PDU outlet [x] number

PDU outlet [x] name

PDU outlet [x] switchable

PDU outlet [x] on

PDU outlet [x] voltage (V)

PDU outlet [x] current (A)

PDU outlet [x] apparent power (VA)
PDU outlet [x] active power (W)

PDU outlet [x] power factor

Battery charging
Battery discharging
Battery low

Battery fault

Battery capacity (%)
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e Battery runtime (s)

e Battery voltage (V)

Environment
e Environment communication lost
e Environment humidity alarm
e Environment temperature alarm
e Environment dry contact [X]
e Level environment dry contact [x] opened
e Level environment dry contact [x] closed
e Environment temperature (°C)

e Environment humidity (%)

9.3.1.2 User defined objects

User defined object editor %
Ohject name: Rotar speed
{ Lise indesx [x]
| | Object type: Measure K
Ohject unit: [l
Chject group: Group 1
|
Ck ] [ Cancel

User defined object editor
It is possible to define your own object list to link for a specific device type.

Important notes:

e The user defined objects will only be displayed in a specific “node view” panel called “Other data”.
These user defined objects are displayed as a raw list sorted by groups.

e The standard objects are NOT displayed in the “Other data” panel. These standard objects are
defined in standard IPM panels.

e The user defined object list is attached to the driver.

e You can manage user defined objects by clicking on the “Manage user defined objects...” button in
the rule editor.
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Other data -
Group 1

Rotor speed 200 rpm

Other data panel

Possible actions are:
e Add a new user object.
e Edit the selected user object.

e Delete the selected user object.

A new object can be defined by providing these properties:

e Object name: Unique object user name.

e Object index option ([x]): Activate this option if the object needs to be indexed (e.g. value of type
array).

e Object type: Information, Alarm or Measure

e Obiject unit: Optional unit which is displaying for the object.

e Object group: Name of the group whose object is attached. This group is shown in the “Other data”

panel.

Objects with the same group name will be represented in the same group.

9.3.2 Source object name
This feature defines the name of the source object that you need to acquire.

“w o n

Note: If the destination object name is indexed (for a standard or a user defined object), use “.x” in the
source object name for the index position.

If you have set a valid address in the check item of the driver, an interface help you to select the appropriate
source object from a list of value.

For that, click on the “Browse source object name...” button. The object list is built automatically when the
window is opening.

You can pause at any time the acquisition with the “Pause” button.
The “Restart” button restarts the acquisition from the beginning.
The “Cancel” button aborts the acquisition.

Select the appropriate object in the list and then click on the “OK” button.
For a SNMP device, the source object name corresponds to the OID name of the data to acquire.
The list is built from the device identification name which has been given.

It corresponds to all the OID available under the OID root or the SysOID value.
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For a NUT device, the source object name corresponds to the internal NUT object hame.

9.3.3 Conversion rule

Several conversion rules are possible:

STRING Format: STRING ( [<formatString>])

Without parameters: No conversion.

Just transfers source object value as a string to destination object.

With parameter, the destination object is created and its value is fixed.
Normalized field can be used:

STRING ("My Device")

STRING ("http://{hostname}/default.html")

STRING ("{value}")

Fields in bracket are replaced by correspondent value (if defined).
Available fields are:

{hostName}

{ipAddress}

{value}

{object:UPS.PowerSummary.iProduct}

VALUE Format: VALUE ( [<constantValue>])

Without parameters: No conversion.

Just transfers object value as a number to destination object.

With parameter, the destination object is created and its value is fixed by given value.

VALUE (15)
VALUE (-12.34)

We can also use a javascript equation for special needs
VALUE ("{value} == -1 2 0 : {value} + 1")

MULT Format: MULT (<multiplier>)

Multiply source value to the given factor before setting destination object.
MULT (10), MULT(0.1), MULT (3.1415)...
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LINEAR Format: LINEAR (<srcVall:dstVall> , <srcVal2:dstVal2>)

e.g.: conversion from °C to °F
LINEAR(0:32, 100:212)

Calculation:
(dstval2 - dstvall) / (srcval2 - srcVall) * (value - srcVall) +
dstvVall

LIST Format: LIST (<srcVall:dstVall>, <srcVal2:dstVal2>, ...)

Define discrete conversion.

If source value is not in the list, destination object is not changed.

e.g.

LIST(0:1, 1:0, 2:1, 3:0)
0 ->1

1 >0

2 => 1

3 ->0

4 -> no change

Lists can also convert strings to numbers and numbers to strings.

STRFIND Format: STRFIND (<searchString>, [<trueValue>], [<falseValue>])
Returns <truevValue> if <searchString> was found or <falseValue> in the other case.

If a result value is not defined, the destination is not changed.

e.g.:
STRFIND ("US",1,2)
STREIND ("OL", 1)

STRFIND ("OB",, 1)

BITCHECK | Format: BITCHECK (<bitPos>, [<trueValue>], [<falseValue>])

Returns <truevValue> if bit at <bitPos> is true or <falsevValue> in the other case.

If a result value is not defined, the destination is not changed.

The rules are evaluated in the order of the rule list.
Several rules can define the value of a same destination object.

Several rules can use the same source object.
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9.3.4 Check result
The “Check” button is used to compute the rule result according the given parameters.

The source result and the final rule result are both displayed.

Note: The button is enabled only if an address or a name is present in the check item of the driver.
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10 Storage

10.1.1 Discovery

IPM can supervise storage devices (SNMP service needs to be enabled on storage devices) test has been
done with the following storage devices:

Other Devices

This feature, uses the User Drivers mechanism, you can launch a “range scan” with the IP address of your
storage equipment. After this step, you will have a list of storage managed by IPM.

* Logout ‘admin
*Help &

Intelligent Power® Manager

views <@/ | Mode List A auick sean

S Views Type + Status Name Class. Location Contact Link £ Range soan
£ Node List L
e @ o Eston 5PX 1500 Network Management Card /HF  Computer Room Computer Room Manager ® 8 Address(es) scan
o SNode lap

EISEEN @ [} EX 1500 USB device & Set node access parameters
£ “Events List @ (<] NETAPP-1 NAS Netapp / SNMP ® [@Edit node information
@ Events Calend 3 Remoy

S Vens t“” a 2 o NETGEAR-1 NAS Netgear / SHIP ® I

=23 Management
(@Inodes settings. @ [«] NETAPP-2 NAS Netapp / SNMP ® [ select al
(@iINodes Upgrade =] (] Inteligent Power Wanager / 1 ® Deselect all

=3 Seftings 73
£ Auto Discovery -
] Actions. [ user arivers edtor.
vituaization Fexportto sV file
@ system
[ Log
(G User List

{ Page1 ofi » »| | ¥ |25 v Iltemsperpage Displaying 1 -6 of 6

@ o2 @ Warning: 0 @ critical: 0 € Unknown: 2 Lastevent: @ 15/02/2013 - 14:14:40 - 10,130,32.73 - Communication with device is restored

On the user interface, storages devices will be seen as a "Storage Appliance" type with following information
displayed:

e Type

e Status

e Name

e Description
e Class

e Location

e Contact

e Link

10.1.2 Shut down

IPM can manage the remote shutdown for NETAPP devices. To enable this feature, a specific configuration
must be done. Refer to the following document:

http://pgsoftware.eaton.com/install/lcommon/nas_ups _user _doc aa.pdf
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Put the netapp_shutdown.ppk file in the following folder <Eaton install directory>\configs\scripts

Once this configuration is done, you can configure the power source of your storage, and perform the
following steps:

e Select your storage
e Double click on your storage node, the "Edit node information" windows opens.

e Inthe user note, put the following information:
<upsHostName>;<shutdownTimer>;<shutdownDuration>

o <upsHostName>: The ups hostname attached to storage.

o <shutdownTimer>: This value is used for the following case, When the ups is on battery (utility
lost), This time is taken into account to stop the storage device after the UPS is in battery.

o <shutdownDuration>: This parameter is the time needed for the storage device to stop
gracefully.
Example: ups_1;300;120
When the ups_1 in on battery, the storage (netApp_1) will be shut off 300 seconds after.

Edit node information ¥
Mame: NETAPP-1
User Type: @ | Mong| b
User Note: Wps_1;300;120
Load alarm threshold: | select a3 threshold A
Save l [ Cancel

e Activate your user script (<Eaton install directory>configs\scripts\ netapp_shutdown.js) by setting :

UserScript. enabled: false, to UserScript. enabled: true

e To activate the user trace (print information in the debug console, and in the NetAppShutdown.log
file), set UserData.print = false to true.

e Restart the service to take account of the NetApp shutdown feature.

o
£=2% Important note 1:

e The access settings (for the upsHostName) should be correctly set to enable the communication
with the storage.

1
£2% Important note 2:

e |IPM manages the shutdown of the NETAPP storage, so it must be the latest to shut down, i.e:
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o Than the power source is identical, or different for IPM, and device storage, the IPM’s
shutdown timer must be greater than the storage’s shutdown timer.

A Important note 2:

e The first time where the ssh function is called (to shut down the NETAPP server), an
automatic acceptance of public key, is done by IPM.
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11 Automatic data purge

The application stores all data (logs, measures and events) in a database. This database is automatically

purged according to the parameters below.

There are two kinds of parameters for the purge:

- maxTime: Maximum timestamp for the oldest records (in ms)

- maxCount: Maximum number of records. It is the oldest records which are removed first.

Theses parameters can be modifying in the config.js file in the logManager/purge section.

Default settings for purge:

Data of type alarm (see events section)

maxTime: 28 days
maxCount: 50000

Data of type measure (see measures section)

maxTime: 7 days
maxCount: 200000

Data of type statistic (see stats section)

maxTime: 28 days
maxCount: 20000

Log system (see system section)

maxTime: 28 days
maxCount: 50000
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12 Compatibility List

Eaton has tested the compatibility of Eaton Power Manager with the following devices and applications.

Note: If a Device doesn’t support the Quick Scan feature it can be supervised if “Address Scan” or “Range
Scan” operations are performed.

12.1 Eaton Devices

Protocols

Equipment designation Type Features lllustration

XML SNMPV1 SNMPV3

A" \" \"
A" \" \"
\' \" \"
X \" \"
X \" \"
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x

vaaaa | D F
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X \'

g2 x v
=

(*)With Intelligent Power Manager 1.10, the Eaton Powerware 3 phase UPSs compatibility is officially
available according to the following solution:

e Cards: ConnectUPS-X v4.3x or PXGX2000 v1.2x

e UPSs: Blade UPS, PW9155 Dual Phase, PW9355 10-30 kVA, PW9390 40-160kVA, PW9395 225-
1100kVA & SBM

e Known limitation: PW9315 is not supported.
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12.2 Applications on Computers

Applications designation Features

12.3 Eaton Serial line Devices

Eaton Equipment designation Connectivity

Notes:

e XSlot-USB Module for Powerware series is unsupported by Intelligent Power® Manager 1.12

e Ellipse ASR 600/750/1000/1500 USBS, Ellipse MAX, Protection Station, Protection Center, NOVA
AVR, are currently supported by Personal Solution Pac software.
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12.4 Other Devices

Equipment designation Card/ proxy Features

STANDARD
IETF UPS MIB

1.3.6.1.2.1.33.xx
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13 Performances

To provide a performance evaluation Eaton has tested the following two configurations:

Test with Machine 1 (server Dell PowerEdge 2900)
e CPU: Intel Xeon 5130 Dual Core @2GHz
e Memory: 2Go DDR2 @666MHz
e HDD: 2 HDDs 67GB 7200 rpm RAID 0 (Mirroring)
e OS: Windows Server 2008 64 bits

Test conditions during 40 hours:
e 1300 nodes (including ~50 real), mainly IPMs, and some NSM and NMC.
e Average CPU load: 20~30%
e Memory load: 200~300MB

Test with Machine 2 (typical PC)
e CPU : Intel Core2 Duo 6600 @2.4GHz
e Memory: 2Go DDR2
e HDD:1HDD 220 GB 7200 rpm
e OS : Windows Vista Enterprise 32 bits

Test conditions during 40 hours:
e 1000 nodes (including ~50 real), mainly IPMs, and some NSM and NMC.
e Average CPU load: ~ 60%
e Memory load: 200~300MB

Note that these tests have been performed on Windows server Operating System. The Windows 2003 or
2008 Operating Systems don’t have the limitation of 10 simultaneous connections.
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13.1 Network Ports

Here is the list of Network ports used by IPM and IPP:

Protocol Mode/Port | NMC PXGX2000 IPP with IPP IPM

PXGX-UPS Shutdown

Connect UPS BD controller

Connect UPS XSlot
SMTP TCP/25 ouT ouT ouT ouT ouT
DHCP/BOOTP UDP/67 ouT ouT X X X
TFTP UDP/69 IN X ouT ouT ouT
HTTP TCP/80 IN IN ouT ouT ouT
NTP UDP/123 ouT ouT X X X
SNMP UDP/161 IN IN ouT ouT ouT
SNMP Traps UDP/162 ouT ouT X X X
UNMP UDP/200 X ouT IN/OUT IN/OUT | IN/OUT
HTTPS TCP/443 IN IN ouT ouT ouT
EATON Supervision TCP/4679 | x X IN/OUT IN/OUT | IN/OUT
EATON Notification UDP/4679 | IN/JOUT | x IN/OUT IN/OUT | INJOUT
Broadcast
EATON SSL Supervision TCP/4680 | x X IN/OUT IN/OUT | IN/OUT
EATON Alarms Broadcast UDP/4680 | OUT X IN IN IN
EATON Connected Alarms TCP/5000 | IN X ouT ouT ouT
EATON Connected Alarms TCP/5001 | x X IN ouT ouT
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14 FAQ and Error messages

In the HTML pages

Cannot display the UPS properties page. HTTP 404 error with IE.

Solution: Check the URL entered.
e https://<name or IP of the computer hosting IPM>:4680/

or

e http://<name or IP of the computer hosting IPM>:4679/
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15 Glossary

IP address

When TCP/IP is installed on a computer, an address is assigned to the system. Each address is unique and
is made up of four numbers, each between 0 and 256 (e.g. 168.8.156.210).

Network Management Proxy

Network Management Proxy is used to control a UPS and connect it to the TCP/IP network.

NMS (Network Management System)
The NMS supervises SNMP devices connected to the TCP-IP Network.

Network Shutdown Module

The Network Shutdown Module is a software module that uses the information transmitted by the Network
Management Card/Proxy to inform computer users on the current status of the electrical power supplied to
the computer.

If the supply of the electrical power from the UPS is at risk, the Network Shutdown Module initiates an
orderly shutdown of the computer under the most secure conditions possible.

SSL (Secure Socket Layer, created by Netscape):

A solution for securing transactions over the internet. SSL is a communication protocol that authenticates the
data exchanged, as well as ensuring its confidentiality and integrity. The protocol uses a recognized
encryption method, the RSA algorithm with a public key (where RSA means Rivest, Shamir and Adleman,
the inventors). An RSA key is the result of operations involving prime numbers. SSL is built into the Internet
browsers on the market. The padlock in the bottom of your browser screen is automatically displayed if the
server sending information uses SSL.

TCP/IP (Transmission Control Protocol / Internet Protocol):

Family of protocols for the transport and network layers.
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17 Appendixes

17.1 Appendix 1: Configuring the IPM vCenter Plug-in

17.1.1 Introduction

VMware’s vCenter Server platform forms the foundation for virtualization management. It provides
management of hosts and Virtual machines from a single console. To further unlock the power of VMware’s
management system, VMware has provided a facility to extend the functionality of VMware vCenter.

Various useful applications can be attached to vCenter to make it more useful. Eaton vCenter Plug-in also
called “vCenter Intelligent Power Manager Plug-in” is a very easy to use and deploy Plug-in to manage
IPM from vCenter. This plug-in provides the possibility to integrate Intelligent Power Manager (IPM) with
vCenter environment. Once the plug-in is registered, a tab in vCenter will open IPM and allow users to
configure and manage IPM from vCenter environment.

The VMware plug-in allow also the creation of new type of events that can be trig type of alarms.

17.1.2 Checking that IPM Plug-in is registered in vCenter

In the vSphere Client, click on Plug-ins » Manage Plug-in ...

[ PUZINWHPA000432 - vSphere Client Mi=] E3
Flle Edit Wiew Inwentory Administration | Plug-ins | Help
[ |
= Manage Plug-ins... =
d d ‘@ Horme [ Elj Inventorl — I = Search Inventory Q,
U

Intelligent Power Plug-in vCenter can be seen in the Plug-in Manager

[ Plug-in Manager.

Plug-in Mame Yendor Wersion | Status Description A
Installed Plug-ins
& WMware vCenter Storage Monitoring Service Wiware Inc, 5.0 Enabled Storage Monikoring and
Reporting
& vCenter Inteligent Power Manager Plug-in Eaton 1.25 Enabled Management and control of
power distribution
& wCenter Hardware Status Whware, Inc. 5.0 Enabled Displays the hardware status of
hiasts (CIM monitaring)
& wCenter Service Status Yiware, Inc. 5.0 Enablzd Displaws the health skatus of
wi_enter services
Available Plug-ins
& vCenter Operations Standard YMware, Inc. 1.0.1 Mo client side d...  wCenter Operations Standard
< R >

Help Claze m

17.1.3 Events and Alarms

Once the “vCenter Intelligent Power Manager Plug-in” is registered, IPM creates a new alarm “Host UPS
PowerFailure (On Battery)” that is triggered from power event.

@ Host LIPS PowerFailure (On Battery) 5 This object  Alarm that triggers if host is on Power Failure (Power Events sended by Intelligent Power Manager)
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17.1.4 Using IPM through vCenter

The “Eaton Power Manager” tab will now be visible in the vCenter Server Console and in the root folder A .
IPM is now available and is fully functional with the vSphere Client. To learn more about the features and
usage of IPM, please consult the IPM User Manual. The IPM screen is shown below, note the “Eaton Power
Manager” tab on the top is selected.

vCenterServer, ¥Mware vCenter Server, 4.0.0, 162856

Getting d ! D =5 | Host: Alarms - P =9 Eaton Power Manager

A C Intelligent Power Manager

What is Eaton Intelligent Power Manager? Login:

Passward:

Ideal for monitoring and managing multple power and environmental devices, Inteligent
Power Manager software from Eaton delivers a global view across the network from any -
PC with an Internet browser,

Exceptionally wersatile, the software is compatible with any device supporting a network
interface, including other manufacturers' UPSs, environmental sensors, ePDUs, shutdown
applications and more,

Inteligent Power Manager also offers the ablity to organize a management table by
groups, centralize alarms, and maintain event logs for preventive maintenance of the
entire instaled equipment base,

17.2 Appendix 2: Configuring the XenCenter Plug-in

17.2.1 Prerequisites

The only prerequisite is to have IPM installed on the same machine as XenCenter.

17.2.2 Check XenCenter Plug-in Installation
In the virtualization panel, you have to check the box “XenCenter Plugin” to install XenCenter Plug-in.

Add Manager or Hypervisor List ¥

Product: Citrix XenCenter v

¥enCenter Plugin: 0

[ Save ” Cancel ]

You will see the Plugin in XenCenter => Tools => Plugins. (see below)

If not, please Scan the Plug-in directory.
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This dialog shows the list of Plugins in the Plugin directary,

To enable a Flugin select its checkbox,
= Eaton
= IPM

Inteligent Power Manager

Dietails

®enCentetr Plugins online

[ Re-5can Plugin Directary ] Ok l ’ Cancel

17.2.3 Using IPM through XenCenter

Once the Plug-in is installed, you can see on the XenCenter level a tab named “Intelligent Power
Manager”
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Home | Search | Tags | Inteligent Power Manager |Logs

N Intelligent Power® Manager

What is Eaton Intelligent Power Manager? Login: admin

Password:
+ Ideal for monitoring and managing multiple power and

environmental devices, Inteligent Power Manager software from -
Eaton delivers a global view across the network from any PC
with an Internet browser.

+ Exceptionally versatile, the software is compatible with any
device supporting a network interface, including other
manufacturers’ UPSs, environmental sensors, ePDUs, shutdown
applications and more.

+ Inteligent Power Manager also offers the ability to organize a
management table by groups, centralize alarms, and maintain
event logs for preventive maintenance of the entire installed
equipment base.
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17.3 Appendix 3: Configuring Maintenance mode and vMotion with vCenter

17.3.1 Prerequisites

All Virtual Machine images have to be installed and configured on a file server. (Please refer to VMware user
documentation listed in Appendix VMware references)

17.3.2 Introduction

The Dynamic Resource Scheduler (DRS) application from VMware is used to provide load balancing within
the IT network. In particular, DRS is used to ensure the right resource capacity is available for the data
center load. A second application called vMotion in conjunction with DRS will enact movement of Virtual
machines from physical server to physical server in order to provide the best load balance.

The DPM application (Distributed Power Manager) will help maximize data center electrical power efficiency
by checking DRS for physical server utilization then using vMotion, will move Virtual machines to servers in
order to fully unload servers than idle them or power them down for maximum power savings.

Eaton uses the same vMotion capability when a UPS is in a critical power situation to move virtual machines
off of a server that has a critical power situation. Intelligent Power Manager will now write alarms/alerts into
vCenter, which, in turn, will trigger vMotion.

VMware uses the term ‘setting a server into Maintenance mode’ to trigger the vMotion. It is called this
because before performing maintenance on server, the data center manager needs to clear the Virtual
Machines from the server.

17.3.3 Concept of Maintenance Mode

Both standalone hosts, and hosts within a cluster, support the maintenance mode. Only ESX/ESXi Server
3.0 and later supports maintenance mode for standalone hosts.

A host enters or leaves maintenance mode only as the result of a user request. If the host is in a cluster
when it enters maintenance mode, the user is given the option to evacuate powered-off virtual machines. If
this option is selected, each powered-off virtual machine is migrated to another host, unless there is no
compatible host available for the virtual machine in the cluster. While in maintenance mode, the host does
not allow deployment or ‘power-on’ of a virtual machine. Virtual machines that are running on a host entering
maintenance mode need to be either migrated to another host or shut down (either manually or automatically
by DRS).

When no more running virtual machines are on the host, the host’s icon changes to include ‘under
maintenance’ designation and the host's Summary panel indicates the new state. The default automation
mode of a virtual machine determines its behavior when the host (in a DRS cluster) it is running on enters
maintenance mode:

e Any fully automated virtual machine is migrated automatically.

e For a partially automated or manual virtual machine, a recommendation for further user action is
generated and displayed.
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17.3.4 Configuring maintenance mode behavior in vCenter

To configure the maintenance mode feature behavior, we provide here a simple configuration example:

Enable the DRS in “Fully Automated” automation level with following steps:
e Open the vCenter server in a vSphere client.

e Right click on your Cluster > Edit Setting > Turn on VMware DRS. Click on next with all default
values and finish.

e With this example you choose to migrate all the virtual machines from this server to another server of
the same cluster.

e You have the possibility to define other behaviors according to your needs

17.3.5 Configuration Test

To test the installation, please perform a power failure on the UPS and check on vSphere client that the
corresponding ESX/ESXi host enters in Maintenance mode after the “Maintenance mode timer”.

17.4 Appendix 4. VMware vCenter HA (High Availability)

Once the HA Cluster feature is enabled, VMware disables the automatic startup and shutdown functionality
when a Hypervisor is shutdown.

IPM features for HA mode:

e |PM will continue to move the VM from one server to the others, if the all the servers are powered by
different UPSs with different power source. (as illustrated on below picture)

HHH HEE
Y 2 ‘OW////% S
HHH HHH \

. HHHH « =

HHHH ©« HHHE
ﬁy/////% "‘ “77/////% =

e |PM continues to protect the Hypervisor also when power fails.

e Due to the deactivation of the automatic startup and shutdown, at the end of Utility failure sequence,
all the virtual machine will “Power Off”.
=> To prevent this VM “Power off”, you have two solutions:
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e Configure the VMware ESX/ESXi nodes in IPM to shutdown the VMs (Remote Shutdown of the
Virtual Machines Setting) (Recommended solution)

e |Install an IPP on each VM (This is not an optimized solution).
You have to take care that when VMs move, the IPP still links to the same UPS power source.
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Table configuration/behavior:

Remote
Shutdown . What
Cas | Remote HAIn What happens
Type of the happens to Comments
e Shutdown Virtual vCenter to VMs Hypervisor
Machines
1 Enabled Enabled Enabled Shutdown Shutdown Valid configuration
Valid configuration
. (anyway, more reliable
2 Enabled Enabled Disabled Shutdown Shutdown to let VMware shutdown
its own VMs)
Hypervisor will
3 Enabled Disabled Enabled Crash Shutdown shutdown without the
VMs
Depending if the
4 | Enabled Disabled | Disabled | S"@SM Shutdown | Startup/shutdown of the
Shutdown virtual machines is
configured
5 Disabled Enabled Enabled Crash Crash IPM do nothing
6 Disabled Enabled Disabled Crash Crash IPM do nothing
7 Disabled Disabled Enabled Crash Crash IPM do nothing
8 Disabled Disabled Disabled Crash Crash IPM do nothing
Reference:

® You can see on the link below the VMware note about the deactivation of the Automatic

Startup/Shutdown when creating a VMware HA Cluster.

Creating a vSphere HA Cluster

17.5 Appendix 5: Configuring Maintenance mode and LiveMigration with

SCVMM

17.5.1 Maintenance Mode

In Virtual Machine Manager (VMM) 2008 R2, you can start maintenance mode for a virtual machine host
anytime that you need to perform maintenance tasks on the physical host, such as applying security updates
or replacing hardware on the physical host computer.
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When you start maintenance mode on a Windows-based host, VMM automatically does the following:
e On a stand-alone host, places all running virtual machines into a saved state.

e On aWindows-based host cluster that is capable of live migration, gives you the option to do one of
the following:

e Live migrate all running highly available virtual machines to other hosts in the cluster, and place any
running virtual machines that are not highly available in a saved state.

e Place all running virtual machines into a saved state.

(Please refer to Microsoft user documentation listed in Appendix Microsoft references)

17.5.2 What is Live Migration

Live migration is a Hyper-V feature in Windows Server 2008 R2, which requires the failover clustering
feature to be added and configured on the servers running Hyper-V. Live migration allows you to
transparently move running virtual machines from one node of the failover cluster to another node in the
same cluster without a dropped network connection or perceived downtime. In addition, failover clustering
requires shared storage for the cluster nodes. This can include an iSCSI or Fiber-Channel Storage Area
Network (SAN). All virtual machines are stored in the shared storage area, and the running virtual machine
state is managed by one of the nodes. (Please refer to Microsoft user documentation listed in Appendix
Microsoft references)

17.5.3 Configuration Test

To test the installation, please perform a power failure on the UPS and check on SCVMM console that the
corresponding Hyper-V host enters in Maintenance mode after the “Maintenance mode timer”.

Hyper-V machines have to be started before the machine that is hosting the SCVMM.

SCVMM service needs some time to refresh its status. If the starting sequence is not correct, the Hyper-V
will stay in Maintenance mode

17.6 Appendix 6 VMware references

17.6.1 Eaton and Virtualization

Please visit http://www.eaton.com/virtualization

17.6.2 VMware ESX configuration

Please visit http://www.vmware.com/support/

17.6.3 vCenter Server (VMware Supervisor)

Please visit http://www.vmware.com/products/vcenter/ for more information about download and installation
of vCenter Server

Please visit also http://www.vmware.com/products/drs/ for more information about Distributed Resource
Scheduler
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17.6.4 vSphere SDK for Perl

Please visit http://www.vmware.com/support/developer/viperltoolkit/ for more information about download
and installation of vSphere SDK for Perl.

Eaton Intelligent Power® Manager — User’s Guide / AL - v1.30 Page 124/125


http://www.vmware.com/support/developer/viperltoolkit/

www.eaton.com

17.7 Appendix 7 Microsoft Hyper-V references

17.7.1 Eaton and Virtualization

Please visit http://www.eaton.com/virtualization

17.7.2 Microsoft TechNet Library
See the Microsoft TechNet Library for more information

http://technet.microsoft.com/en-us/library/default.aspx

17.7.3 About Maintenance Mode

http://technet.microsoft.com/en-us/library/ee236481.aspx

17.7.4 Requirements for using live migration
See the link below about “Hyper-V Live Migration FAQ”
http://technet.microsoft.com/en-us/library/ff715313%28WS.10%29.aspx

17.8 Appendix IPP user guide

http://pgsoftware.eaton.com/install/win32/ipp/eaton_ipp users guide en 1.30.pdf

17.9 VMware Icons and Diagrams

This document was created using the official VMware icon and diagram library. Copyright © 2012 VMware,
Inc. All rights reserved. This product is protected by U.S. and international copyright and intellectual property
laws. VMware products are covered by one or more patents listed at http://www.vmware.com/go/patents.

VMware does not endorse or make any representations about third party information included in this
document, nor does the inclusion of any VMware icon or diagram in this document imply such an
endorsement.
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